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R ;Bre'ttﬂbl:(z;vanaught—Elian' Gonialez

,.Ali‘ega‘tion: M. Kavanaugh challenged the Clinton administration’s decision to return El:ian »

" Facts:

‘:‘> vv

" Gonzalez, a Cuban citizen, to his legal guardian — his father in Cuba.

Mr. "Kavanaugh represented oria pro bono basis, six- year old Elian and his American

relatives after the Eleventh Circuit had ruled against Elian. Mr. Kavanaugh was involved

in filing a petition for rehearmg en banc by the Eleventh Circuit; as well as an: apphcatron .

fora stay and a petltlon for writ of certlorar1 from the U.S. Supreme Court. Mr." . e

- Kavanaugh was asked tor work on the case: by an assoc1ate in his 1aw ﬁrm who had been e
' Vcontacted ' ' B SR : : '

v The narrow questron before the court was. not whether or not Elian should be retumed to.

Cuba, but whether it-was proper ‘for the IN'S to make a decision to return Elian w1thout "'

"~ even cons1der1ng the merits of h1s case — w1thout a hearmg of any kind."

v After his mother died at sea wh11e attcmptmg to brlng Elian to the Unltcd States
" Elian filed for political asylum through his “next friend” on several grounds,

~ including that he feared persecution at the hands of the communist- tota11tar1an

- Cuban govcmment if he was retumcd . -

v Under 8 U.S.C. 1158 “[ ]ny a11en who is phys1ca11y present in the United States i

. may app1y for asy1um However, the INS determined that because of Elian’s
age the application had 1o legal effect and it therefore did not have to consider .

- the merits of the application or reach the qucstlon of whether Ehan s fcars of
} persecutlon wcrc wcll foundcd : : - :

A The Lawyers Commlttee for Human nghts cxplamed in 1ts amicus br1ef before .

o ,’thc 1" C1rcu1t “the 1mp11cat10ns of the INS’s'no- hcarlng, no-interview -
* " procedure for m1nor asylum app11cants are “quite scrlous Amlcus br1cf of
: Lawycrs Commrttce for Human nghts at’ 19 '

The Elevcnth C1rcu1t recognlzed the mer1ts of thc argumcnts sct forth by M. Kavanaugh e
on behalf of his clients. Nevertheless, the court upheld: the INS’s authority to interpret

the law because of the great deference that it had to grant an executive branch agency. In - - |

rendering its op1n10n thc court cxpressed ser10us concerns ‘'with thc actlon takcn by thc

B - agency:

“We' have not the sllghtest 111us1on about the INS s ch01ccs the choices—

" about pohcy and about application of the policy—that the INS made in thls ,
“case are choices about which reasonable people can d1sagrcc ‘Gonzalez v.*
. "Reno 212°F. 3d 1338 1356 (2000) (cmphas1s addcd) ' o




“The ﬁnal aspect of the INS p011cy also worrles us some. Accordlng to the ’

- INS-policy, that a parent lives in' a communist- tota11tar1an state is no. spec1al »

c1rcumstance L to _]UStlfy the. con31deratlon of a six-year-old child’s asylum,

We acknowledge as a w1dely accepted truth, that Cuba does violate’ ,

human rights and fiindamental freedoms. and does not guarantee the rule of .
law to people 11v1ng in Cuba ” Id at 1353 :

“But whatever we. personally mlght thlnk about the dec151ons made by the Lo
Government, we cannot properly conclude that the INS acted arb1trar11y or .
2 abused its dlscretlon here.” Id at 1354 : : : ’

>  The representatlon of Ellan Gonzalez and hlS Amerlcan relat1ves was nonpartisan.. In

) fact, lawyers who brought Mr. Kavanaugh 1into the case 1ncluded Manny Diaz, currently'_" R S
’the Democrat Mayor of Miami, and Kendall Coffey, a prom1nent Miami Democrat and o

e former U S Attorney in the Cllnton Justlce Department




* Brett KaVanaugh _ Privilege A'rg'ﬁ*m,efn_iis v. Work on E.O. 13233

- Allegation: - While work1ng for Independent Counsel Kenneth Starr Brett Kavanaugh fought
° = the Clinton Administration for access to confidential communications. As
Associate White ' House Counsel in the Bush Adm1n1strat1on ‘however, Mr.

' Kavanaugh helped to draft Executive Order 13233, which dramatically limits

- public access to pres1dent1a1 records.Such a stark 1ncons1stency demonstrates

“Mr. Kavanaugh's 1deolog1ca1 and part1san agenda ‘ SR

Facts

‘_ > : Mr. Kavanaugh's work on pr1v1lege issues for the Ofﬁce of the Independent Counsel g
- was consnstent w1th his work on Executlve Order 13233.

LV M. Kavanaugh argued on behalf of the Ofﬁce of the Independent Counsel that
o government attorneys in the Cliriton Administration could not invoke the ..
- attorney-client pr1v11ege to block the product1on of 1nformat1on relevant t
federal crlmmal mvestlgatlon : : L

S Mr Kavanaugh also argued on behalf of the Office. of Independent Counsel that
- the attorney-client privilege; once a client was deceased, did hot apply. w1th full
- force in federal criminal proceedmgs and that federal courts should not
| pon el " recognize a new "protective funct1on pr1v1lege for Secret Serv1ce Agents in
u L . federal criminal proceedmgs - : :

v o The federal courts agreed w1th Mr Kavanaugh’s pos1tlon in those cases,

R "_'Nothmg in Executlve Order 13233 purports to block prosecutors or grand
... juries from gammg access to presndentlal records ina crlmmal mvestlgatlon

L 3;\ S "Executlve Order 13233 s1mp1y establlshes pollcles and procedures to govern requests ,
i- for presidential records:and the assertion of const1tutlona11y-based privileges. It does not
. purport to set forth those circumstances under which an: assertlon of executlve
L prnvnlege should be made and/or would be successful

a party seeking access to presidential records may overcome the assertlon of '
j}constltutlonally based pr1v1leges See Sect1on 2(b) - :

v In h1s Georgetown Law Journal art1c1e wh1ch ‘was: authored durmg the Chnton
PR lAdmmlstratron ‘Mr. Kavanaugh spec1ﬁcally recognized the difference between
» Y'assertmg executlve pr1v11ege ina cr1m1nal context and outs1de ofa cr1m1nal

: .context : : :

v v o 'He argued that a presumptlve pr1v11ege for Pres1dent1al communications ex1sted
.-and that “it may well be absolute in civil; congressional, and FOIA procee dings.”
- See: Brett M. Kavanaugh T he Preszdent and the Independent Counsel Geo. L J

5y ‘/ ' "vExecutlve Order 13233 speclﬂcally recognlzes that there are situations where SN



fl *

2133 2171 (1998) Id at 2171 Mr Kavanaugh wrote “1t is only in the drscrete :
’ realm of cr1m1na1 proceedmgs where the pr1v11ege may be overcome >

' While worklng in the Whlte House Counsel's Ofﬁce, Mr Kavanaugh's work on -
privilege issues has been consistent and evenhanded, whéther the issue at hand -
involved the Bush Admnnlstratlon or the Clmton Admlnlstratlon

v -For example M. Kavanaugh worked in the Counsel s Ofﬁce when the Bush
" Admiinistration asserted executive privilege to shield the records regardmg the
- pardons 1ssued by B111 Clmton at; the end of hlS presrdency

executive pr1v11ege to- w1thhold from Congress J ustice Department documents-

- related to.the 1nvest1gat1on of alleged campa1gn fundra1smg abuses by the Clinton
Adm1n1strat10n ‘ ,

Mr, Kavanaugh hkewrse was 1nv01ved in the Bush Admmlstratlon S assert1on of S )



Brett Kavanaugh & Ei'per’ience‘ R

- : Allegation Brett Kavanaugh is not quallﬁed to be a federal appellate Judge because he lacks l

- Facts:

the necessary exper1ence '

’Brett Kavanaugh has all of the qualltles necessary to be an outstandlng appellate '

judge. He has 1mpeccable academlc credentlals and s1gn1ficant legal experlence in -
the federal courts. ' ST S

- The ABA the: Democrat’ “Gold Standard » has rated him “Well Quallfied” to

- serve as a judge on the DC C1rcu1t

v He has pract1ced law in the " pr1vate and publlc sectors for 14 years He v was a -
© ' partner at the law firm of Kirkland & Ellis, spec1alrz1ng in appellate l1t1gat10n and
has an outstandmg reputat1on in the legal communlty :

o Mr Kavanaugh has argued both c1v1l and crlmmal matters before the Supreme
o 'Court and appellate courts throughout the country ’

v Mr Kavanaugh served as an Assoc1ate Counsel in the Office of Independent

Counsel where he handled a number of the novel constitutional and legal 1ssues '
' presented during that 1nvest1gat1on . L . _

Mr Kavanaugh has extensnve experlence in the appellate courts, both as a clerk and '

. as counsel

- v o ‘Mr Kavanaugh served asa law clerk to Judge Walter Stapleton of the U S. Court

of Appeals for the Th1rd C1rcu1t N

o v He clerked on the N1nth C1rcu1t for Judge Alex Kozmsky of the U.S. Court of

~ Appeals.

R Mr. Kavanaugh‘was alaw clerk tQ:U,Sl_ 5sup‘re:rne Cou‘rtt Justice Anthony lKennedy.‘. '

v Priorto his Supreme Court clerkship, Mr. ’K'avanaugh earned a prestigious

fellowship in the Office of the Solicitor General of the United States. The
} Sol1c1tor General S ofﬁce represents the Umted States before the Supreme Court :

' Only 3 of the 18 Judges confirmed to the D. C Clrcu1t srnce Pres1dent Carte1 s term -

began in 1977 prev1ously had served as ]udges ’




FER _ Democrat appornted D C C1rcu1t Judges w1th no prior judicial experience .

“include: Harry Edwards, Merrlck Garland Ruth Bader Glnsburg Abner o

Mlkva, Dav1d Tatel and Patrlcla Wald

" Inhis 2001 Year-End Report on the Federal Judzczary, Chlef Justice Rehnqurst argued

. that “we must not drastically shrink the: -number of judicial nominees who have
- substantial experience in private practrce ” The Chief Justice also noted in his Report
" 'that “the federal Jud1c1ary has trad1t1ona11y drawn from a wide diversity of professmnal

’backgrounds with many of our most well respected Judges com1ng from pr1vate
pract1ce R - ST :

v Supreme Court Justlce Lou1s Brandels spent hlS whole career in pr1vate practrce
. before he was named to the Supreme Court in 1916..

Ve Supreme Court Just1ce Byron Whlte spent fourteen years in pr1vate practlce and
© - “twoyears at the Justice Department before hlS appomtment to the Court by )
, -Pre51dent Kennedy in 1962 ' BRI R S

v Supreme Court Justlce Thurgood Marshall had no Jud1c1al experlence when

‘President Kennedy recess appomted him to the Second Circuit in 1961. Marshall

 had served in private pract1ce and as Spec1al Counsel and. D1rector of the NAACP :
v prlor to hlS appomtment o RO : e

i ibPres1dent ClllltOll nomlnated and the Senate conﬁrmed a total of 32 lawyers

-without any prior Jud1c1al experlence to the U.S. Court of Appeals, 1nclud1ng Judges
" Dav1d Tatel and Merrlck Garland to the DC Crrcurt '

i Conﬁrmed Cllnton Appeals Court Judges Wlthout Prlor Jud1c1al Experlence L

Name : N Circuit Conﬂrmed

' M.Blane Mlchael ;'Fourth L September 30 1993A'
. RobertHenry .Tenth . ;i;’»_,“ May 6, 1994,
" Guido Calabresi " .,Second July 18,1994
Michael Hawkins - " Ninth September 14, 1994
~ William Bryson ‘_Federal L ‘September 78,1994
DavidTatel =~  'DC "~ ' .. ' October6,1994
- Sandra: L'ynch': Y Fir'st"f ok o “March 17 1995 _
~ KarenMoore - Sixth o " "March 24,1995
' Carlos Lucero _"; , : fTenth' ‘,‘;'June*3'0,,‘19.9'5 =
- Diane Wood = ~’_7_._’Seventh Rt ,ﬂ;‘sz'Ju_ne3'0;‘i1'995>
. Sidney Thomas "»'\Nmth Lot ’.?‘.January'2”"1996
. Merrick Garland .= - DC. © . "March 19,1997

BricClay © 0 Sixth v July 31 1997’ .



~_"'Ronald Gilman S
- “ Margaret McKeown
" Chester Straub
-~ Robert Sack. = ‘-

o Arthur Gajarsa

.. John'Kelly
" William Fletcher

~ RobertKing =~
" Robert Katzmann
~ Raymond Fisher
~ Ronald Gould .
Richard Linn

. Thomas Ambro

» Kermit Bye
- Marsha Berzon
. Timothy Dyk

' Robert Tallman -
-+ Johnnie ,Ranin{S‘on‘ o

" Roger Greg‘ory‘"'

B Federal
| Ninthv” i ‘
- Second '
. Second - ‘
 Bighth
Ninth
~ Fourth

Second

Ninth
Ninth . -
* Federal =
Third =~
Eighth =
 Ninth. .
Féd_e_ral
“Ninth
Ninth e
" Fourth

0 Ry 31,1997
INOV:ember' '6, -199_7 T
. March27,1998 -

June 1, 1998
.~ June 15, 1998
. July 31,1998

. O‘Ctdb_erig"" 1998: ey i
~ October 9, 1998

- July 14,1999

" Octobers,1999 .
November 17,1999
"~ November 19, 1999 ’

~February 10,2000

* “February 24, 2000

~March 9, 2000
- May 24,2000
- ‘May 24,2000 .

o luly21,2000
. May9,2001 -



Brett Kavanaugh— ”G'eorg_;el"to_wn'. Lawi,‘lournali.Arti‘c‘le .

© Allegation: " Ina 1998 article for the Georgetown Law Journal Brett Kavanaugh argued fora -
©* 0 . narrow interpretation of executive privilege and speclﬁcally stated that-courts -~
* could only enforce executive privilege claims with respect to national security and
foreign affairs information. As Associate White House Counsel, however, Mr. -
Kavanaugh was involved with asserting executlve privilege in a variety of other -

contexts, including documents relating to Vice President Cheney’s energy pohcy RETE

“task force the Enron 1nvest1gat10n and the Marc R1ch pardon
Facts
RSO > The posrtlons taken by Mr Kavanaugh as Assoclate White House Counsel are

.. completely consistent with the views regardmg executive privileges that he
expressed in. hlS Georgetown Law Journal artlcle :

SR In his Georgetown Law Journal art1c1e Mr. Kavanaugh was address1ng only
 claims of executive privilege in response to grand jury subpoenas or ¢riminal
trial subpoenas when he stated that courts would only enforce such claims in the -
“context of national security or: foreign affairs information. See Brett M. . L
Kavanaugh The Preszdent and the Independent Counsel Geo. L.J. 2133 2162 will
(1998) L , _

‘/ Mr Kavanaugh also argued however that a presumptlve pr1v11ege for

and foreign affairs, and that “it may well be absolute in civil, congressional, and
FOIA proceedlngs Id. at 2171. Mr. Kavanaugh clarified that “it is only in the o
dlscrete realm of criminal proceedlngs ‘where the pr1v11ege may ‘be overcome .

“Presidential communications ex1sted not limited to the areas of national : >ecur1ty £

v As Assoc1ate White. House Counsel Mr Kavanaugh has never worked ona B o

matter where the President invoked or threatened to invoke executlve
- privilege in responding to a grand jury subpoena or a criminal trial -
. subpoena. There is thus no contradiction between the views expressed in h1s
.Georgetown Law Journal artlcle and hlS actlons Wh11e Worklng at the Whlte
House. : o :

‘ > o Mr Kavanaugh’s artlcle presented a thoughtful exammatlon of the problems

... associated with the mdependent counsel statute and offered a moderate and sensible

set of recommendatlons for reform .

L v Among the dlfﬁcultles M. Kavanaugh 1dent1ﬁed Wlth the 1ndependent counsel
- system existing at the time were the length and p011t1c1zat10n of 1ndependent :
e ‘counsel 1nvest1gat10ns Id at 2135 - : :

v He also argued that the appomtment and removal prov1s1ons perta1n1ng to-
- - independent counsels, both in theory and in fact led to unaccountable _
1ndependent counsels .. - ) . -



= To solve these problems Mr Kavanaugh set forth several proposals For '
- example, Mr. Kavanaugh suggested that independent counsels should be
" nominated by the President and confirmed by the Senate, and that the President :
- should have absolute discretion over: whether and when to appo1nt an 1ndc pendent o
counsel. /d. at 2135- 36 Forie X . : el

Jerome Shestack the Pres1dent of the Amer1can Bar Assoc1at1on at the t1me that '
Mr. Kavanuagh’s article was publ1shed compllmented his “well-reasoned and -

" ‘-' objectively presented recommendations” and noted his “most scholarly and .
- comprehensive review of the issues:of executive: privilege.” Jerome J. - ‘

Shestack, The Independent Counsel Act Revzszted 86 Geo. L.J. 2011, 2019

; (1998).

Co» U M. Kavanaugh’s Georgetown Law Journal artlcle demonstrates his lmpartlallty
and ablllty to. analyze issues w1thout respect to 1deolog1cal or partlsan concerns.

v

o Wh1le Pres1dent Cllnton ‘was in ofﬁce and thus subject to poss1ble cr1m1nal f, ‘

indictment for perjury and obstruction of justice, Mr. Kavanaugh called on. -

" Congress inhis article to clarify that a sitting President is not subject to cr1m1nal
o 1ndlctment wh1le n ofﬁce Kavanaugh 86 Geo LJ. at 2157 :




- “"'-‘Bret_-t Kavanau}gh - Géod:.]" ews Club VM’lfo"d Centr al Scliobl e o

~ Allegation: ~In Good News Club V. leford Central School 533 U. S. 98 (2001) Brett -
e Kavanaugh demonstrated his host111ty to the separation. of church and state and o
. religious freedom when he argued that the U.S. Constitution required a New York.:
- public school d1str1ct to-allow a Chr1st1an organization to hold an evangelical - '
‘.worshlp serv1ce after school hours 1n -an elementary school s cafeter1a '

- FactS"

» '_«v’f The U. S Supreme Court 1nclud1ng Clmton appomtee Justlce Stephen Breyer, '_ _‘ RE
- agreed with the pos1t10n taken by Mr Kavanaugh on behalf of hlS client. :

¥ I Good News Club Mr. Kavanaugh filed an amicus brlef on beialf of his client w1th D

- the U.S. Supreme Court and argued for the principle that religious perspectlves
should be glven equal but not favored treatment in the publlc sphere
o *'Although the school drstrrct allowed members of the publrc to use school facﬂltles '
- for artistic, social, civil, recreational, and educatlonal purposes as well as “other
- 'uses pertaining to the welfare of the commumty, lt specnﬂcally forbade school
o ".“premlses from bemg used for “rellglous ]purposes » o

S v ‘_ M. Kavanaugh’s br1ef argued that the school d1strlct s pollcy was | .
- § 'unconstltutlonal because 1t targeted rehglous speech for a d1st1nct1ve burden

RERED Looklng to past U.S. Supreme Court precedent Mr. Kavanaugh’s br1ef merely
- argued for the equal treatment of religious orgamzatlons Itpointed out that the - -~
- school district “would not be favoring (and thereby endors1ng) religion over non- rehglon '
.. simply by opening its doors ona neutral bas1s and allowmg the Good News Club, among T
L many others to enter fe T R _ . . P

\/ ’ - ‘The U S Supreme Court concluded that the New York School Dlstrlct S
- “exclusion of the [Good News] Club: from use of the school . constltute[d]
1mperm1ss1ble Vlewpomt dlscr1m1natlon‘ 7 Good News Club 533 U S at 112,

v The U. S Supreme Court also held that permrttlng the Good News Club to meet on D
-~ school premises, justasa Var1ety of other clubs were allowed to use school :

facilities after school hours, would not Vlolate the Estabhshment Clause. See =
GoodNews Club 533 Us. at 119 ' :

| > & Five Democratlc State Attorneys General Jomed an amicus brlef in Good News Club BRI

takmg the. same pos1t10n that Mr. Kavanaugh took on behalf of hlS cllent

v ‘ B Democratlc Attomeys General Tom Mlller of Iowa Rlchard Ieyoub of Loulsrana

" "Mike Moore of MlSSlSSlppl Paul’ Summers of Tennessee, and Jan Graham of Utah B o

s joined a-brief on behalf of their respective states arguing that the New York
school dlstrlct s d1scr1m1nat1on agamst rehglous speech was unconst1tut1onal



A dlverse range of rellglous orgamzatlons advocated the same posntlon in thelr
: 'amlcus brlefs as Mr. Kavanaugh dld on behalf of hlS cllent :

v ; | The Nat10na1 Counc11 of Churches Baptlst J omt Comm1ttee on Public Affalrs
~ American Muslim Council, General Conference of Seventh-Day Adventists,

on “Reorganized Church of Jesus Christ of Latter Day Saints, First Church of Chr1st S

o Scientist; General Assembly of the Presbyterian. Church (U.S.A.), General Board
of Church & Society of the United Methodist Church, Union of Orthodox Jew1sh

~Congregations of America, and AM.E. Zion Church all agreed that the New York- -

school district’s decision. to d1scr1m1nate agalnst rehgrous organizations Vrolated
the First Amendment .

Mr. Kavanaugh submltted an amicus br1ef on behalf of h1s chent Sally Campbell in Good i

. News Club.: As Ms. Campbell’s attorney, Mr. Kavanaugh had a duty to zealously .

5 - represent his client’s. position and make the best argument on her behalf. Such arguments .
do not necessarlly reﬂect the personal views of Mr. Kavanaugh S '

v/ Lawyers have an ethrcal obhgatron to make all reasonable arguments that will

" advance their clients’ interests. ‘According to Rule 3.1 of the ABA’s Model Rules i

of Professional Conduct, a lawyer may make any argument if “there is a basis in
law and fact for domg so that is not frivolous, which includes a good faith -
o argument for an extension, modification or reversal of existing law.” Lawyers
. 'would violate their ethical duties to, their. client if they made only arguments w1th
Wthh they would agree were they a Judge G ~ :




_ Brett Kavanaugh - Préaiicits L-iabﬂit’y

| Allegation:

;Facts*

In Gezer V. Amerzcan Honda Motor Company, Mr Kavanaugh ﬁled an amicus

- brief on behalf of the Alliance of Automobile Manufacturers to preclude a woman.
who received serious injuries‘in a car accident from recovermg damages from the
car manufacturer.. The car manufacturer had not installed airbags in the car even - -
though Washmgton D. C law requ1redl such a1rbags 529 U.S: 861 (2000) )

- In an opinion written by Justlce Breyer, the U S Supreme Court agreed w1t]h a .' "
_ posmon taken by Mr. Kavanaugh’s cllent in 1ts brlef

The Supreme Court held that safety standards promulgated by the Department of

Transportation, pursuant to an Act. of Congress, preempted the D.C. law requiring

- airbags, and that therefore the pla1nt1ff could not bring an action under the D.C. -
' ‘law Gezer V. Amerzcan Honda Motor Company, 529 U. S 861, 875 (2000)

The Federal Motor Veh1cle Safety Standard (FMVSS) 208 requ1red that auto o
manufacturers equ1p some but not all of the1r 1987 vehicles with pass1ve

S restralnts

_ ‘Because a un1versal a1rbag requ1rement l1ke that in place in D.C. would d1rectly :
- “conflict with the safety purposes behind enactment of FMVSS 208, the long-.
e standmg pr1nc1ple of preemptlon appl1ed and the D. C requ1rement could. not be

enforced

: The pla1nt1ff’s car in th1s case conta1ned a restramt system exp11c1tly author1zed

by Standardl 208, and thus was in- full compl1ance w1th the Federal regulat1on

" “All of the. c1rcu1t courts to cons1der the 1ssue, mcludmg the gth Clrcult agreed with B
":elther the 1mp11ed or express preemptlon arguments set forth in the brlef Mr

- Kavanaugh ﬁled on behalf of his chent

v

) Judge W1ll1am Bryant appo1nted by Pres1dent Johnson granted Amerlcan Honda » S
© © summary Judgment in this' case based on the exXpress preempt1on argument later  ~
o oset forth in the br1ef L

‘ ,‘ The D. C Court of Appeals afﬁrmed the lower court dec1s1on on 1mpl1ed

preemption grounds ina unan1mous op1n1on wr1tten by Clinton appomtee Judge ‘

. Jud1th Rogers

Four »’other c,1rcu1ts’ came to the'same conclusion as the D.C. Circuit.



I8 . / | The 9t C1rcu1t adopted the express preemptlon argument set forth in the brief
o " submitted by Mr. Kavanaugh that the-Motor Vehicle Safety Act expressly )
o preempted state tort su1ts brought on the basis of a lack of an a1rbag ' ‘

o The Clmton Admmlstratlon, through the ofﬁce of Solncntor General also argrued in: "
its brief that the state law claims were impliedly preempted by the federal stahdards :
S ‘promulgated by the Department of Transportatlon ' S




- ';Brettl(a'vanaugh_ l’rodu,et L"i‘abilltyl‘--‘.- '

A iThe defendantaargued that the Jury should have been able to consrder the pla1nt1ff’ s own ~
e ‘neglrgence in speedrng, ' Lo

e :’:v_"The defense urged the .\Superror Court 0
ST that Jur1es had to be allowed to consrd

,.C1rcu1t s speed analys.s
- *(1998)

S : f the ABA’s Model Rules of Professronal'
B Conduct a. lawyer may make any argum fit “there is a ba51s in law and fact for dorng'
" . so that is not frivolous, which ncludes‘a good. faith: argument for an extension;:
: g ‘modrﬁcatron or reversal of existin; Lawyers would Vrolate the1r ethical dut1es to '.
the1r cl1ent 1f they made only argu ents w hich thi y would agree were they a Judge .




Brett Kavanaugh Product Llablllty

e ‘ : Allegation;’ Mr Kavanaugh took the s1de of b1g bus1ness by ﬁhng an am1cus br1ef before the s -
Sw T Supreme Court'in Lewis V. Brunswick Corp., 107 F.3d 1494 (11th Cir. 1998),in T
- an attempt to deny recovery to a famlly who lost its daughter when'she fe ll off a

boat and was kllled by the propeller

The amicus brref filed by Mr Kavanaugh’s cllent General Motors Corporatlon, .
-, was consistent with the unammous opinion of the court below — the Eleventh Clrcult ‘

. —and with the decrsrons of many other courts ACross the country

/ | The Eleventh C1rcu1t held that the Georgla law was 1mplled1y preempted because

the Coast Guard — which had exclusive authonty in boat and equipment safety .
~ standards — determined that propeller guards should not be requ1red because thelr
use could actually 1ncrease the danger to boaters :

“:Numerous courts, both state and federal already had adopted the pos1t10n taken by Mr
Kavanaugh in the amicus brief — that state common law claims for negligence or product ~

hab111ty were e1ther expressly or 1mp11edly preempted by the Federal Boat Safety Act.

, VAt the t1me the amicus br1ef was. subm1tted courts in Callfomla Georgla B

Connectlcut Ohio, Illinois, and M1ch1gan had. come to the conclus1on argued in
the brief ﬁled by Mr Kavanaugh : :

o / The d1str1ct court Judge in Lewzs V. Brunswzck Carter appo1ntee Judge Dudley

. Bowen, also came to the conclusion that the plaintiff’s negligence and strict ‘
- liability claims based on the lack ofa propeller guard were preempted by the Boat "
Safety Act - :

Y The U.S. Supreme Court d1d not declde the case because the part1es settled the .

claims before a dec1s1on was 1ssued

- 'Mr Kavanaugh’s c11ent was 1nterested in the case only because it manufactured Vehlcles e
-subject to the Motor Vehicle Safety Act, which 1nc1uded language 1dentlcal to the Boat
Safety Act preempt1on language at issue 1n Lewzs v Brunswzck :

v Congress in the legislative: hlstory of the. Boat Safety Act explalned that the

preemption provision “also assures that manufacture for the domestic trade will
not involve compliance with w1de1y vary1ng local requ1rements ” Id. at 1503
(c1t1ng S. Rep No 92- 248) ' k

 Although nearly four years later the Supreme Court d1d effect1ve1y overrule this lzleventh ’
* Circuit dec1s1on in another case, Sprzetsma v Mercury Marzne 537U.8.52 (2007) the



‘ Court did state that the arguments made by Mr Kavanaugh’s chents in the Lewis case -

 that such claims are implicitly preempted by the statute and by the Coast Guard decision: :

e not to, regulate propeller guards ’ “[b]oth are viable pre empt1on theories.” Id. at 64




B‘rett:I{a‘vanaugh _Race.

Allegation: In afriend of the court brief, Kavanaugh joined Robert Bork in opposing a voting -

- scheme that was intended to assist native Hawaiians by ensuring that only they
could vote for board members overseeing a trust for the benefit of native -

Hawaiians. Rice v. Cayetano 528 U.S. 495 (2000) Before the case was heard

he was quoted as saying that “this case is one more step along the way in what I

~see as an'inevitable conclus1on w1th1n the. next 10 to 20 years when the court says

" we are all one race in the eyes of the government.” Warren Richey, New Case

" May Clarify Court S Stand on Race THE CHRISTIAN SCIENCE MONITOR (Oct 6
1999) S S . ;

“ 'FactS"

L The Supreme Court agreed w1th the pos1t10n taken by Mr Kavanaugh s chent that
o limiting voting for candidates to a statewide office that d1sbursed state and federal funds
- based on racial ancestry violated the Constltutlon The Fifteenth Amendment guarantees :
that “[tThe right of citizens of the United States to vote shall not be denied or abridged by
~the United States or by any other State on account of race, color, or previous condltlon of
: serv1tude " U.S. CONST. Amend XV § 1. - -

v Ina7to2 dec1s1on Wlth the maJorlty 1nc1ud1ng Just1ces Breyer, Souter and
O’Connor, the Court reaffirmed the basic premise upon which the brief was
based: that “[t]he National Govemment and the States'may not violate a _

. fundamental pr1nc1ple They may not deny or abrldge the rlght to Vote on account'
: ofrace ”? che 120 S Ct at 1054 o

v The Court explamed “The State s pos1t10n rests in the end on-the demea n1ng :
. premise that citizens of a partlcular race: are somehow more quahﬁed than others
to vote on certain matters. That reason1ng attacks the central: mean1ng of the
Flfteenth Amendment 2 che at 523 : ~

v The Court added “Race cannot quahfy some and d1squa11fy others from full

- participation in our democracy “All citizens, regardless of race, have an 1nterest 1n‘ -

- selecting officials who make policies on their behalf even if those p011c1es w1ll 2
affect some groups ‘more than others > Id. h

> ~ The brief submltted by Mr. Kavanaugh on behalf of his chents sought to enforce the ‘
Fifteenth Amendment aga1nst a state law that proh1b1ted c1tlzens from Votmg ina
statew1de electlon based on the1r race. '

v When Hawau was admltted as the 50th State of the Unlon in 1959, the sta 5y

' adopted the Hawaiian: Homes Comm1ss1on Act, passed by Congress as part of its
Constitution. The Act set aside 200,000 acres of public lands and granted the -
state over 1 2 mllhon addltlonal acres of land to be held “as a public trust.”




o The proceeds and income. from the lands were to be used for oné-or more of
- five purposes: (1) support of public schools and other public educational -
institutions, (2) betterment of native Hawaiians, (3) development. of farm and
~ " home ownersh1p, (4) publ1c 1mprovements and (5) prov1s1ons ‘of land for ‘
o .publ1c USe. Tt b W o

v 1T Hawaii established the Office of Hawaiian Affairs (OHA) to administer S
. -special trust revenues “for the betterment of the cond1t1ons of native Hawaiians,”-

and any appropr1at1ons that were made for the beneﬁt of “native Hawaiians”
: Aand/or Hawa11ans : : IR

The term natlve Hawa11an and “Hawauan .are defined as descendants of
abor1g1nal peoples or races 1nhab1t1ng the Hawa11an Islands prev1ous to 1778

»

| SERE 3 : -‘The Hawan Const1tut1on l1m1ted;mfembersh1p on the OHA board of trustees to
L ““Hawaiians,” "and explicitly provided that the trustees shall be “elected by ...
.Hawauans T e S o e
v Although pet1t1oner was a c1t1zen of Hawa11 and his ancestors were residents of

- the Hawaiian Islands prior. to U. S. annexation in. 1959, he did not meet the
statutory deﬁn1t1ons and was thus precluded from votmg ’

o The rac1a1 qual1ﬁcat1on in the Hawanan law categor1cally excluded members of certain

racial m1nor1t1es such as African-Americans and Japanese -Americans, who were
o members of groups h1stor1ca11y d1scr1m1nated aga1nst in the U S. ' g

> f_One of Mr. Kavanaugh’s cl1ents on the br1ef was. the New York C1v11 R1ghts Coa11t10n a .
< “non:profit organization seekmg to ach1eve a society where the individual enJoys the -

”blessmgs of. 11berty free from rac1al preJud1ce st1gma caste or d1scr1m1nat1on

" In Grutterv Bollznger 123 S. Ct 2325 (2003) where the Supreme Court upheld the RN

: Un1vers1ty of Michigan Law School’s race-conscious admissions pohcy, Justice *
- O’Connor stated: “We expect that 25 years. from now, the- ‘use of racial preferences w1ll
no longer be necessary to further the 1nterest approved today O :




"Bbret_tv Kavanaugh',; ‘San_td Fe IC-nde'bpendent;" Schopl'DistriCt v. Doe

R Facts*

- fi_'Alleg‘ atlon In Santa Fe Independent School Dzstrzct V. Doe 530 U S, 290 (2000) BI‘E tt

- Kavanaugh once again demonstrated his hostility to the separation of church and
" state by defending'a high school s broadcasting of prayers over its public address.
- system before football games. The U.S. Supreme Court dec1s1vely rej jected Mr. -
Kavanaugh’s radical’ argument, holding that the pre- game prayers in question
v1olated the. F1rst Amendment S Estabhshment Clause. .

»_In Santa Fe Independent School Dtstrtct Mr Kavanaugh filed an amicus brlef on ‘
".* behalf of his clients with the U.S. Supreme Court and argued for the principle thata - ‘

- public school is not requlred to dlscrlmmate agamst a student’s rellglous speech

v | The sehool d1str1ct perm1tted h1gh school students to choose whether a statement
' - would be delivered before football games and, if so, who would dellver that
message ' N : -
. ~_/ _:A speaker chosen to dehver a pre- game message was allowed to choose the i

o content of h1s or' her statement

o ;:- . v As Mr Kavanaugh S br1ef pomted out ‘the school d1str1ct’s pollcy did “not

"~ require or even. encourage. the student speaker to invoke God’s name, to utter g
- religious words, or to say a ‘prayer’ of any kind. Nor, on the other hand =~ -
_ [did] the school policy prevent the student from .doing so. The policy [was]
’ thus ent1re1y neutral toward rel1g1on and rellglous speech ?

v Mr. Kavanaugh therefore argued on behalf of his cllents that the sehool dlStI‘lCt S:
. policy did not run afoul of the First. Amendment s1mply because a student speaker
- . might choose to invoke God’s name or say a “prayer” in his or her pre-game
- -statement. His brief pomted out ~“The Constitution protects the . student
L speaker who chooses to mention God justas‘much as it protects the
’ student speaker who chooses not to mentlon God » o :

, Mr Kavanaugh’s arguments were based upon well-establlshed Supreme Court '
. precedent holding that the. govemment does not violate the Establishment Clause when

: ~ private speakers avail themselves of aneutrally. available school forum to engage in

religious speech. See Rosenberger v. Rector and Visitors of Univ. of Va., 515 U.S. 819-

(1995); Lamb's Chapel v. Center Moriches Un1on Free School Dist., 508 U S.384
(1993); Board of Ed. of Wests1de Commumty Schools V. Mergens 496 U.S: 226 (1990)

o ] W1dmarv V1ncent 454US 263 (1981)

'-‘In the amicus brlef that Mr. Kavanaugh filed on behalf of hlS cllents, he care fully' .
' distinguished between individual religious speech in schools, which is protected by -

" . the Constitution, and government-requnred rehglous speech in schools, Wthh is .

prohlblted by the Constltutlon




v\/ '. Mr Kavanaugh’s brlef acknowledged that the Establlshment Clause
L prohlblts government-composed government dellvered or government-
’ requlred prayers in classes or at school events

P Three Democratlc State Attorneys General Jolned an amicus brlef in Santa Fe AT
- 'Independent School Dtstrtct taklng the same posltlon that Mr. Kavanaugh took on
~_behalf of h1s cllents : o - :

v Democratlc Attomeys General Rlchard Ieyoub of Lou1s1ana Mike Moore of
° Mississippi, and Paul- Summers of Tennessee joined an amicus brlef on behalf of
7. their respect1ve states-urging the U.S. Supreme Court to uphold the
L constltutlonahty of the school d1str1ct S pol1cy regardmg pre- game messages

D Mr Kavanaugh submltted an amlcus brlef on behalf of hls cllents, Congressman .
 Steve Largent and Congressman J.C. Watts in Santa Fe Independent School District. .
~ As their attorney, Mr. Kavanaugh had a duty to zealously represent his clients’

..~ . position and make the best.argument on their behalf Such arguments do not
R »necessarlly reflect the personal views. of Mr Kavanaugh ' o

v ‘Lawyers have an eth1cal ob11gat1on to make all reasonable arguments that w1ll 1
~ . advance their clients’ interests:* Accordlng to Rule 3:1 of the ABA’s Model Rules -
. of Professional Conduct, a. lawyer may make any argument if ¢ ‘there is a basis in -
law and fact for-doing so that is not frivolous, which includes a good faith -
' argument for an extension, mod1ﬁcat1on or reversal of existing law.” Lawyers

ol would violate their eth1cal duties to their cl1ent if they made only arguments w1th % RS

_ Wh1ch they would agree Were: they a Judge




7-

Brett Kavanaugh - Florida School Vouchers

,";Facts' TR

) ‘Al'legation:- - Brett Kavanaugh demonstrated his host111ty both to the separat1on of church and

. state and to public education when he defended the constitutionality of a Florida - -
- school voucher program that drains taxpayers’ money from public schools to pay' R
_’ for students to attend relrgrous‘schools_u Bush v. Holmes 767 So.2d 668 (2000). ~ -

" ‘Whilé : an attorney in pr1vate practlce, Mr Kavanaugh was part of a large team of -

lawyers representmg Florida state officials in defending Florida’s opportunity

. .scholarship program, which: provrded children in failing public schools with- access .
~ to a hlgh quallty education’ and has 1mpr0ved the quallty of Florlda S publlc schools.'

e ’-'»"/ L "The opportumty scholarsh1p program isa llmlted program that allows students

at failing public schools to transfer toa better pubhc school or a pr1vate school at
‘-_.pub11c expense RN AN

v ' The opportumty scholarshlp program is carefully tallored to give chorce to
.- - those parents who need it and to spur pub11c school 1mprovement through
o -compet1t1on : :
S o ] Relrgrous and ho‘h'-r'éhg'mus‘ p’rlvate:"'schoolsare allowed to part1c1pate in the

program on an equal basis and all pub11c funds are dlrected by the prlvate and ,}
mdependent chorces of parents O '

v In two separate evaluat1ons researchers have found that Florlda s opportumty

B scholarshlp program has raised student achievement in Florida’s worst
public schools.” A 2003 study: spec1ﬁcally found that “voucher competltron m

" Florida is leading to. significant 1mprove1ment in public schools” and that - -
“Florida’s low-performing schools are 1mprov1ng in direct proportlon to the S
challenge they face from voucher compet1t1on ' : .

- A three-Judge panel of Florlda s Court of Appeal for the Flrst Dlstrlct unammously
-agreed with the position taken by Florida officials. See Bush v. Holmes, 767 So.2d -

"7 668 (2000). -All three of theseé judges were appointees of Lawton Chiles, the former
‘Democratic Governor of Florlda The Florrda Supreme Court refused to review the i

I Court of Appeal s decls1on o C

‘The Florlda 0ffic1als were not argumg for an extensron in the law For decades’
Florida’s K-12 system made use of contracts w1th prlvate schools to educate tens of L

thousands of students in prrvate schools

. ‘_Durmg Mr Kavanaugh’s mvolvement in th1s lrtrgatlon, the main issue was whether S

the Florida Constitution prohlbrted the use of state funds to pay for the K-12
education of students. attendmg prlvate schools, egardles of whether they were :

" religious or nonsectarlan S




v " The team of lawyers represent1ng Florlda ofﬁc1a1s 1nc1ud1ng Mr. Kavanaugh

. argued that the Florida Constitution’s affirmative mandate for the State to provide ~ .

for “a uniform; efficient, safe; secure, and h1gh qua11ty system of free ‘public .
. schools” did not preclude the use of public finds for private school educatlon _
’ part1cu1ar1y where the: Leg1s1ature found such use was necessary :

Vo 'The Florlda program has speclﬁc safeguards to protect aga1nst d1scr1m1natlon and '
. coerced religious activity. Participating private schools must agree to comply

with Federal anti-discrimination laws and not compel any opportunity scholarshlpg i+ '

" student to profess a speclﬁc 1deolog1ca1 behef to pray, or to worsh1p

o Florlda 'S opportumty scholarshlp program en]oys substantlal support among v
Florida’s Afncan-Amerlcan population. The Urban League of Greater Miami, for R

example, mtervened in court proceedmgs to deﬁ‘end the constltutlonahty of t]he
.program e e - ‘ :

_ The U.S. Supreme Court has upheid the constitutionality of a school voucher -

program in Cleveland that is similar to Florida’s opportunlty scholarship pr ogram. e

See Zelman V. Stmmons-Harrts, 536 U S. 639 (2002)

v ' The U. S Supreme Court held 1n 2002 that Cleveland’s school voucher program I
... was consistent with the F1rst Amendment S Estabhshment Clause because it ‘
' treated religious and non- re11g10us private schools equally and all funds were ’

! gu1ded by the pr1vate and 1ndependent ch01ces of parents ; -

. / Y The Zelman dec1s1on v1nd1cated the pos1tlon that Mr Kavanaugh had advocated
 on behalf of h1s c11ent > = S . v B

'In this htlgatlon Mr. Kavanaugh was defendmg the constltutlonallty of the

--. opportunity scholarship program on behalf of his clients; As their attorney, Mr. e
Kavanaugh had a-duty to zealously represent h1s cllents posmon and make- the best - BT

argument on their behalf

Voo Lawyers have an eth1ca1 ob11gat10n fo make all reasonable arguments that w111 BRI
~advance their c11ents interests. According to Rule 3.1 of the ABA’s Model Rules -
- of Professional Condugt, alawyer may.make any argument if ¢ ‘there is a basls in

- law and fact for doing so that is not frivolous; which includes a good faith
argument for an extension, modification or reversal of existing law.” Lawyers _
would violate their ethical duties to their chent 1f they made only arguments w1th '_ S
. wh1ch they would agree were they a Judge R : ‘




BrettKavanaugh Defense ofKenStarr il

5 Alleg ation: fBrett Kavanaugh has Vocally defended h1s former boss Independent Counsel
- . Kenneth Starr. He has called Starr“an American hero,” written that Starr’s KR
“record is one of extraordinary accomphshment and 1ntegr1ty >and praised Starr .~ ¢
- for* cons1stent1y perform[ing] with the highest skill and integrity.” This'staunch - . :* )
o defense of the overzealous Independent Counsel constltutes compellmg ewdence
o of Kavanaugh s r1ght-w1ng views. ~ = :

‘ .Mr Kavanaugh’s defense of Starr was an approprlate response to and supported by
-.the public record of* vicious and unwarranted publlc cr1t1c1sm dlrected at '
L ;.‘,,;Independent Counse] Kenneth Star : :

Ronald Rotunda professor at ‘George Mason Un1vers1ty School of Law and
assistant counsel for Democrats: on the Senate Watergate Commlttee explamed in oo

'~ December 1996 that the attacks on Judge Starr’s integrity were belied by the fact* =
. that President Clmton s attorney General continued to* assign him new matters.to. - * '

L “]mvestlgate and had the.power to fire-Judge Starr if he acted unéthically. P’eter
Lo _'-'Baker Dzd Preszdent Order Attack on Investzgator7 Seattle Tlmes Dec 4, 1996 at: A3

Rotunda stated “Thls is bas1cal ly a blatantly pohtlcaI attack on Starr tha Ll e |
‘ 1s 1ncons1stent w1th1n the admmlstratlon 1tse1f ” Id .

A ’iIn a pres01ent ed1tor1al pubhshed shortly after-"Judge Starr s appointment, ]law RS
Sl professor Garrett Epps —~ a self-described liberal and supporter of President - L
“Clinton~ WO te:“ﬁ “If Starr S mvest1gat10n turns up no‘evidence of wrongdomg, he L

- may blight his own career prospects ‘which would be a‘loss to the nation. Butif -~ "

“he does produce 1ndlctments many Democrats will beheve that he is the a gent- of

T a partlsan conspiracy. If he obtains. conv1ct10ns ‘the defendants can claim to be L

‘Vlctlms of political persecutlon 'Ga_rrett Epps, Ed1tor1a1 Take My Word Starr Wzll Be
: Fatr PORTLAND OREGONIAN Au '17 19941‘atvC7 T L : : .

: Kenneth Starr was a falr and 1mpart1al Independent Counsel w1th a substantlal
record of accomphshment L . EL S

v The Wash1ngton Post ed1tor1a1 page sa1d upon Judge Starr s appomtment “he 18 o F
vz alsoa respected- practltloner premsely because of his performance as. Judge and o

. soli¢itor- general, and he was.on Clinton Attomey General Janet Reno’s own shortv [
- listof llkely candidates for 1ndependent counsel ‘when she. plcked Mr Flske : '

. Edltorlal Kenneth Starr for Robert Fiske; WASH. POST, Aug 7 1994 at C8. o

& Upon Judge Starr s appomtment as Independent Counsel Mark Gltenstem chlef
. Democratic counsel to the Senate Jud1c1ary Commlttee when Judge Starr was - T
appointed to the federal bench; said: “Starr was a good, fair judge; and T thlnk he o

- will be fair in this proceedlng Narncy. Roman Starr Halled as Fair, Moderate, WASH.
© 7 TIMES, Aug 6 1994 at A6 : A v




g v - Carter Judrcral app01ntee Judge Patr1c1a Wald sa1d of Judge Starr “Ken is
- definitely a conservative | but he’s ‘wholly: undev1ous and never tries to’ sllp

~~~anything by Natzonal Brzef ing. thtewaterl Delay Seen as Bzggest Danger, THE HOTLINE, T
: Aug 8,1994. . -7 . o Lo o 4 :

R T1me magaz1ne s ch1ef pollt1cal correspondent M1chael Kramer ‘wrote about
- Judge Starr’s appointment 'in his column: “[Ken Starr’s] 1ntegr1ty and honesty
have never been seriously questloned When even a dues- -paying liberal like the - -
" legal director of the American Civil Liberties Union says, ‘I’d rather have Starr -
; 1nvest1gate me than almost anyone I can think of,” the case for bias is virtually
' closed ” Mlchael Kramer, Fade Away Starr TIME, Aug 29, 1994 at 37.

- Kenneth Starr 1mt1ated crlmmal prosecutlons only where he uncovered strong S
evidence of criminal wrongdoing. Where he did not find overwhelmmg evidence of *.
- 1llegal behavnor, he approprlately exerclsed prosecutorlal restramt

v In his 1nvest1gatlons of the death of V1nce Foster the ﬁr1ng of Whlte House travel
office employees, the Clinton White House’s potential misuse of FBI files, and’
- the Clinfons’ involvement in Whitewater and Madison Guaranty Sav1ngs and ’
- Loan, Kenneth Starr d1d not br1ng any cr1m1nal charges '

v In those areas, however where he d1d ﬁnd persuas1ve evidence of wrongdomg,_
~Starr brought charges against and successfully obtained convictions of 14 ’
" individuals, including Jim and.Susan‘McDougal, Arkansas Governor Jim Uuy
‘_;Tucker and former Assoc1ate Attorney General Webster Hubbell

v Independent Counsel Starr prevalled in court in nearly every dlspute between the
o _Ofﬂce of the Independent Counsel and those seekmg to w1thhold ev1dence by
7 _assertmg various pr1v1leges . : o : po

v Federal appellate courts s1ded w1th Independent Counsel Starr 1n rejectmg

o ,":' the creat1on of a’ protect1ve funct1on pr1v1lege that would author1ze Secret" )
. Service agents to refuse to testify before a federal grand jury. In re Sealed
. ._Case 148 F 3d 1073 (D C C1r 1998) :

. 'the cla1m that govemment lawyers may rely on attorney-chent or work- .
.. product pr1v1lege to withhold information subpoenaed by a federal grand jury. -
In re Grand Jury Subpoena Duces T ecum; 112 F. 3d 910 (8th C1r 1997) and '

o the cla1m that: govemment attomeys could 1nvoke the attorney -client pr1v1lege o

.. in‘response. to grand jury questions seekmg information relating to the =~ -
" possible commission of a- federal cr1me In re LGa’sey, 158 F. 3d 1263 (D C
Cir. 1998) ‘

S Independent Counsel Starr was requnred by law to refer to the House of .

- Representatives any substantial and credible information that may have constituted
_. grounds for 1mpeachment and h1s referral was clearly Justlﬁed as demonstrated by .

e subsequent events SR e pn ;.



‘ ,‘_f’;Federal law requ1red Indepen : ent Couns Starr to adv1se the House of =
~ Representatives of “any’ substantial and‘ redible: information” uncovered. durmg
~ the course of his 1nvest1gatlon that mlght constitute ‘grounds for 1mpeachment o

;'See28USC §595(c) LTI S ; : e

N 'The Independent Co insel’s report de iled substantial and credlble 1nfom1atlon‘ )
_ . “that might constitute grounds for 1mpeachment It summarlzed specific ¢ ev1dence.-. o
" _supporting the: charges that P s1dent Clmton 11ed under oath and attempted to .

"'_obstructjustlce it i S S

. 'The Independent Counsel’s report never state "that Pres1dent Cllnton should have SR
‘been 1mpeached Rather,:j tonly explalned that the: Ofﬁce of Independent Counsel - =
-had uncovered substantial and credible 1nformat10n that may constitute gro unds for. e

mpeachment ThlS conclusnon was clearly,borne out by subsequent events R

The House of Represent ives: determ ’ dﬁth the 1nformatlon presented by the
= Independent Counsel: cons ituted groun, s for, mpeachment By a-voteof 228-.. .o
. 7-206, the House: voted to’ 1mpeach P sldent Clinton for perjuring himself before a i
- grand jury. And by a yote 0f221:212; the House; oted to 1mpeach Pre51dent
f}jCllnton for. obstructlng usti T e SN Ty

v After a tr1al’ 1n:the U S‘.j, Senate ',,ﬁft Senatots voted to remove Pre51dent (“hnton"\

: U S Dlstrlct Court Judge Susan Webb’) : erght later held Pre31dent Cllnt onin " i
contempt for g1V1» g"'false mlsleadmg, and evasjve.answers that were deslgned to f Lo
1€S°S. sexual harassment lawsult and '

In January 2001 Pre51dent C11nton admltte to. g1V1ng evaswe and mlsleadlng I
FE _answers in v1olat10n of Judge erghth_ F discovery’s. orders during his depos1t10n T
o 7 in Paula Jones’s sexual harassment 1awsu1t As aresult he agreed to pay a BRI
B 7$25 OOO ﬁne and give up-his.law license for ﬁve years s T

o ,Numerous Democrats co-sponsored-_a‘cen re esolutlon 1ntroduced by Senator
“Feinstein that stated that President'Clinton “gave false or mxsleadlng testlmony and
- " “<his actions [] had the effect of 1mpedmg dlscovery of ev1dence in JlldlClal

L proceedmgs ” SRes. 44 ‘106 Cong (1999) =

s Members of the Senate who co spons_ored the cenisure; resolut1on 1ncluded.,.., L
Senator Durbin (D- IL) Senator Kenny vdy (D- MA) Senator Kohl (D- WI), Senat,
Schumer (D NY) M1nor1ty Leade om, Dasch | D; SD) and Senator John Kerry.,“

-elec ,stated that ¢ ‘1t is clear that the :

_fThen-Congressman‘Schumer ’as S atc
e )t he,:grandjury

o ;Pre51dent 11ed when he '




. Brett Kavan‘au'gh .—:.Sitarr?Repor,t o

& Factsi

L * Allegation: , Brett Kavanaugh was.a co- author of Independent Counsel s Ken Starr’s lurid -

: report to. the House of Representatlves in which Starr alleged that there were
"+ grounds for impeaching President Chnton Kavanaugh’s participation in Starr’s .
1nvest1gat10n of the Monlca Lew1nsky affalr ev1dences h1s partlsan rlght w1ng
agenda e : SRR S

Accordmg to numerous press reports, Mr Kavanaugh d1d not author the natrratlve v'
- section of the Independent Counsel’s report that chronicled in detail Pres1dent '

Clmton S sexual encounters w1th Monlca Lewmsky

- Mr. Kavanuagh has since crltlclzed the House of Representatlves for releasmg the

report to the public before reviewing it. See Brett M. Kavanaugh, “First Let

: ‘Congress Do Its Job ? The Washmgton Post Feb 26 1999 at A27..

e 'The sectlon of the Independent Counsel’s report co- authored by Mr. Kavanaugh —
i grounds for impeachment — was requlred by law, and the allegatlons contamed m

.. that sectlon were conﬁrmed by subsequent events

v : ‘F ederal law requ1red Independent Counsel Starr to adv1se the House of
e Representatlves of “any substantial and credible information” uncovered during -

the course of his 1nvest1gat10n that may constltute grounds for 1mpeachment See
28 U S. C.§ 595(c) : - : ,

v . Accordlng to press reports ‘M. Kavanaugh co- authored the sectlon of the

Independent Counsel’s report that explained the substantial and credible

- information that may constitute grounds for 1mpeachment -This section
summarized the specific evidence supporting the allegations that President .
Chnton made false statements under oath and attempted to obstruct Justlce :

The Independent Counsel’s report never stated that Presrdent Clmton should have
been impeached. Rather, it only: explamed that the Office of Independent Counsel. -

- had uncovered substantial and credible. information that may constitute grounds for
;,1mpeachment This conclusnon was clearly borne out by subsequent events.: ‘

s The House of Representatlves determlned that the 1nformat10n presented by the

Independent Counsel constituted grounds for 1mpeachment By a vote of 228- .

- 206, the House voted to impeach President Clinton for perjuring himself before: a . '
- grand jury. And by-a vote 0f 221- 212 the House voted to 1mpeach Pres1dent

Chnton for obstructlng Justlce R L . .

R After a tr1a1 in the U. S Senate ﬁfty Senators voted to remove Pres1dent C11nton _b

o -'from ofﬁce for obstructlng Justlce



¥ Numerous Democrats co-sponsored a censure resolutlon mtroduced by
~ Senator Feinstein that stated that President Clinton “gave false or misleading ~ -
* testimony and his actions [] had the effect of impeding dlscovery of ev1dence L
“in judicial proceedlngs ” S Res 44 106t Cong (1999) A

. Members of the Senate who 0= sponsored the censure resolution 1ncluded
Senator Durbin (D- IL) Senator Kennedy (D-MA), Senator Kohl (D-WTI), - :
Senator Schumer (D-NY) M1nor1ty Leader Tom Daschle (D- SD) and Senator _
John Kerry (D- MA) o N )

. Then Congressman Schumer as Senator-elect stated that “1t 1s clear that the o
" Pres1dent lied when he testlﬁed before the grand Jury :

v U. S D1str1ct Court Judge Susan Webber erght later held Pres1dent C11nton in
" .contempt for “giving false, mlsleadmg, and evasive answers that were designed to.
" obstruct the judicial process” in Paula Jones s sexual harassment 1awsu1t and
B ordered h1m to pay 2 ﬁne of $9O OOO S

v In January 2001 Pres1dent Chnton admltted to g1v1ng “evasive and m1s1ead1ng o
**answers, in violation of Judge Wright’s discovery’s orders” during his depos1t10n o
- in‘Paula Jones’s sexual harassment lawsuit. ‘As a result, he-agreed to pay a e
S $25, 000 fine and g1ve up h1s 1aw hcense for ﬁve years .

D '.The U.S. Senate has already confirmed ]udlClal nommees who worked for '
Independent Counsel Ken Starr. If these nominees’ work for the Independent
Counsel was not disqualifying, then there is no’ reason why Brett Kavanaugh should
- not be confirmed because of his work for the Office of Independent Counsel. ’

v Steven Colloton served as Associate Independent Counsel from 1995 to 1996 and
- was confirmed for a seat on the E1ghth Circuit Court of Appeals on September 4,
2003 by'a vote of 94 to 1. He was confirmed to be the U.S. Attorney for the
Southern D1strlct of Iowa on September 5, 2001 by a v01ce vote.

A John Bates served as Deputy Independent Counsel from 1995 to 1997 and was
© " confirmed for a‘seat on the U. S ‘District Court. for the District of Columbla on
L December 11,2001 by avote of 97. to O DS : '

RGN Amy St. ‘Eve served-as Assoc1ate Independent Counsel from 1994 to 1996 and -
* was confirmed for a seat on the U.S. District. Court for the Northern District of-
s -Ilhn01s on August I, 2002 by a v01ce Vote sy :

LY W1111am Duffey served as’ Assoc1ate Independent Counsel from 1994 to 1995 and
¢ was confirmed to be the U.S. Attorney for the Northern District of Georgia on.
"“November 6, 2001, by a voice vote. Mr: Duffey recently was nominated for a seat -
~ on the United States District Court for Northern. District of Georgia and was voted”
" out of the Senate Judlclary Commlttee on February 5 2004 by unanimous = '
~.consent. - : e R A .




- \/ 2 Karm Immergut served as Assoc1ate Independent Counsel in 1998 and was | -
-+ confirmed to be the U. S Attorney for the D1str1ct of Oregon on October 3 2003
- by a voice: vote . ' . ‘

v Alex Azar served as Assoc1ate Independent Counsel from 1994 to 1996 and was o

confirmed to.be the General-Counsel of the Department of Health and Human
_ Serv1ces on August 3 2001 by a voice vote g

R =,Er1c Dre1band served as Assoc1ate Independent Counsel from 1997 to 2000 and o
. " was confirmed to be Genetal Counsel of the Equal Employment Opportun1ty ‘
‘S _Comm1ss1on on July 31, 2003 by a vo1ce vote

v : Julie Myers served as’ Assoc1ate Independent Counsel from 1998 to 1999 and was .
- confirmed to be an Ass1stant Secretary of Commerce on October 17, 2003, by a
vo1ce vote : : S T « ’

. i




Brett Kavanaugh — Vince Foster Investigation

. Allegation:

'F'acts:

} Brett Kavanaugh’s work for Independent Counsel Kenneth Starr while he
= 1nvest1gated the Clinton. Adminjstration demonstrates Mr: Kavanaugh’s part1san,
~ right wing agenda. In particular, Mr. Kavanaugh investigated the circumstances
- _surrounding former Deputy ‘White House Counsel Vince Foster’s death for three
" . years after four separate 1nvest1gat10ns already had concluded that Mr Foster .
~¥comm1tted su1c1de S

Mr Kavanaugh’s work on the 1nvest1gatlon of Vlnce Foster s death demonstrates =

s’ v

. hlS falrness and 1mpart1a11ty

: th1le Work1ng for Independent Counsel Kenneth Starr Mr Kavanaugh was the :
‘line attorney responsible for the Office of Independent Counsel’s investigation

into Vince Foster’s death. Mr: Kavanaugh also prepared the Ofﬁce of the
Independent Counsel s report on V1nce Foster 'S death

In the report prepared by Mr Kavanaugh the Ofﬁce of the Independent

Counsel concluded that Vince Foster had committed suicide, thus debunklng

" alternative conspiracy theorles advanced by crltlcs of the Clmton
. Admlnlstratlon ' :

Mr. Kavanaugh’s role in the V1nce Foster 1nvest1gatlon ev1dences his ab1llty to

~ assess evidence 1mpart1ally and refutes any allegation that his dec1s1on makmg is ’
-driven by 1deolog1cal or part1san cons1deratlons :

Mr. Kavanaugh’s work on’ the 1nvest1gatlon of Vlnce Foster s death was careful and

- thorough and demonstrates his outstandlng skllls as a lawyer

v

v

In 1nvest1gat1ng V1nce Foster 'S death Mr Kavanaugh was required to manage. and
review the work of numerous FBI agents and investigators, FBI laboratory
ofﬁc1als and leading nat1onal experts on. forens1c and psycholog1cal issues..

“Mr. Kavanaugh conducted 1nterv1ews with a w1de var1ety of w1tnesses concern1ng
-‘both the cause of Vince Foster’s death and his. state of mind. - : :

- While some have: compla1ned that the Independent CounSel 'S 1nvestigation of
~Vince Foster’s death took too long and was unnecessary, a careful, thorough, and
deta1led 1nvest1gat1on was necessary under the Independent Counsel S. mandate o

The report prepared by Mr Kavanaugh demonstrated sens1t1v1ty to Vlnce Foster s

- family.

Although photographs taken of V1nce Foster s body after his death. were relevant '

to the 1nvest1gat1on they were excluded from the report prepared by Mr. .



o ‘The Office of the Independent Counsel’s mvestlgatmn 1nto the death of Vmce Foster . ,

. -Kavanaugh because [t]he potent1a1 for misuse and exp101tat10n of such

photographs [was] both substantial and obvious.” See Report on the Death oj Vmcent
W. Foster Jr., By the Office of Independent Counsel, In re: Madison Guaranty Savings &. Loan -

e Ass'n, to the Special Division of the. United States Court of Appeals for the Dzstrzct of Columbza G
. Circuit (filed July 15 1997) Sect1on III D R o

| _was compelled by 1ts court—assngned ]lll‘lSdlCthlll

~ The. Spec1al D1v1s1on of the United States C ourt of Appeals for the DlStI‘lCt of
- Columbia C1rcu1t asked the Office of the Independent Counsel to investigate and’
. prosecute . matters ¢ relatmg in any-way to James B. McDougal's President -

William Jefferson Clinton's, or Mrs. Hlllary Rodhiam Clinton's relationships W1th o
Madison Guaranty Savmgs & Loan Association, Wh1tewater Development
Corporat10n or Cap1tal Management Serv1ces Inc

B The death of Vmce Foster fell w1th1n the Office. of the Independent Counsel’s -

- jurisdiction both because of the way Whitewater-related documents from Mr. : -
Foster's office were handled after his death; and because of Mr. Foster's possible = - .
. role or involvement in Wh1tewater-related events under 1nvest1gat10n by the

Ofﬁce of. Independent Counsel

L The U.S. Senate has conﬁrmed Judlclal nommees who worked for Independent

-+ Counsel Ken Starr. If these nominees’ work for the Independent Counsel was not;

| ~“disqualifying, then there is no reason. why Brett Kavanaugh should be dlsquahfied

because of h1s work for Independent Counsel Starr i

»Steven Colloton served as Assoc1ate Independent Counsel from 1995 to 1‘996 and o
. .was confirmed for a seat on the E1ghth Circuit Court of Appeals on September 4,

2003 by a vote of 94 to 1." He was conﬁrmcd to be the U.S. Attorney for the “

: Southern D1str1ct of Iowa on September 5 2001 by a voice vote.

: John Bates served as Deputy Independent Counsel from 1995 to 1997 and was

confirmed for a seat on the U. S District Court for the D1str1ct of Columb1a on |

o December 11 2001 by a vote of 97 to 0

--Amy St Eve served as Assoc1ate Independent Counsel from’ 1994 to 1996.and -
. was confirmed:for a seat on the U.S. District Court for the Northern D1str1ct of
- \Ill1no1s on August 1 2002 by a.voice vote. i, :

f W1111am Duffey served as Assoc1ate Independent Counsel from 1994 to 1995 and o

was confirmed to be the U.S. Attorney for the Northern District of Georgia on

. “November 6, 2001, by a voice vote. Mr. Duffey recently was nominated for a seat ~

" on the United States District Court for Northern District of Georgia and was voted. -

.. .out of the Senate Jud1c1ary Comm1ttee on February 5 2004 by unan1mou< '
. .consent : o oy I ,



. Karin Immergut served as Assoc1ate Independent Counsel in 1998 and was , |
.confirmed to be the U S. Attorney for the D1str1ct of Oregon on October 3 2003
5mbyavo1cevote : B P . R

Alex Azar served as. Assoclate Independent Counsel from 1994 to 1996 and was - - -

.confirmed to be the General Counsel of the Department of Health and Human

- » -Services on August 3 2001 by a V01ce Vote

& »h'v'vErlc Dreiband served as Assoc1ate Independent Counsel from 1997 to 2000 and

‘was confirmed to be General Counsel of the Equal Employment Opportunlty
Commlss1on on July 31, 2003 by a V01ce Vote .

Julie Myers served as Assoc1ate Independent Counsel from 1998 to 1999 and was
confirmed to be an Ass1stant Secretary of Commerce on October 17, 200.) by a
: V01ce Vote : :
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L The Scope and Methodology of the Invest1gatlon -

..,_'_A Events Precedmg the Invest1gat1on o

On Friday, November 14, 2003 a Wall Street. Joumal ed1tor1al set forth excerpts of five documents

 that the Journal described as Democrat1c ‘staff strategy memos.” The following day the Washlngton
‘Times reported that it had obtained 14 internal Democratic staff memoranda The article specifically

states the 14 documents‘“drd not come from a Senate staffer.” (The two articles are attached to this
‘report as Attachment “A.”) On Tuesday, November 18, 2003, 28 pages of material represented to be
“the Democrat [sic] memos on judicial nominations,” 1nclud1ng those referenced in the Wall Street .

o . Journal and Washington Times articles over the weekend, were posted on the Coalition for a Fair

Judiciary’s website at www.fairjudiciary.com. (The 19 relevant documents from the websrte are:

. attached to this report at Attachment “B. ") -
' On Saturday, November 15, 2003, the Deputy Sergeant at Arms was first not1ﬁed by Senator

: Kennedy s Chief Counsel for the Subcomm1ttee on Immigration, Border Security and Citizenship, - e
“‘Mr. , that there was a potential security problem with the Jud1c1ary Committee computer

I system At the request of Mr. __, the Deputy Sergeant at Arms arranged for a member of the '_
. Assistant Sergeant at Arms - Chief Informat1on Officer’s staff tomeet Mr. _ = at h1s ofﬁce to

: prov1de him technical assistance in assessing the situation. -
Later that weekend, in consultation with the Deputy Sergeant at Arms the Majonty and M1nor1ty

* ‘Staff Directors for the Committee agreed to place the Commrttee s-server backup tapes in the custody

-of the United States Capitol Police (USCP) for preservation. The Committee’s System Administrator
gathered the backup tapes and just after midnight on Sunday, November 16, 2003; the USCP took 1nto
custody a box containing 20 tapes, two access cards that allow users to remotely access the network, -

- and an envelope containing 3 pieces of paper with what appeared system administrator passwords -
»noted At th1s time, the door to the Comm1ttee S computer room, SD 222 was sealed w1th pollce tape.

B. The Begmmng of the Invest1gat1on B : : :
The Sergeant at Arms initiated this investigation after rece1v1ng requests to do 50 from Senate
Judiciary Comm1ttee Chairman Hatch and Senators Leahy, Kennedy, and Durbin of the Committee.

' fSpec1ﬁcally, a letter dated November 17, 2003, from Senator Durbin asked that the Sergeant at Arms,’
- .- as the Senate’s
~ .~ support services-in the Senate, including oversight of computer systems” investigate the

.4 &6

chief law enforcement officer and also the pr1nc1pal adm1n1strat1ve manager for most‘f o

- ‘circumstances surrounding the theft of these documents and their distribution” beyond members of
“his staff. (Attachment “C.”) A subsequent letter that same date from Senators Leahy, Kennedy, and

" Durbin asked the Sergeant at'Arms to have an independent computer forensics and security- expert
. help identify who retrieved and released the Democratic documents, assess weaknesses in the -
. Committee’s computer network, and make recommendations to help prevent unauthorized access

from occurring in the future. (Attachment “D.”) On November 20, 2003, a letter from Chairman
“Hatch authorized the investigation into whether there was any unauthor1zed access to the Committee -
~documents refereénced in the Wall Street Journal and Washington Times. Chairman Hatch also ,
specifically requested (1) the continued safekeeping of daily backup tapes; (2) a descr1pt1on ofthe

' accounts on the system and of the privileges these accounts and security groups have - orhad-to -~
+ network resources from January 1, 2001, to the present; (3) the retrieval of the old hard drives of the

‘servers that were recently replaced and, (4) replacemerit of the hard drives of the current servers and-
eestablishment of separate local area networks for maj or1ty and minority staffs. Chairman Hatch also

e 1nd1cated that he had d1rected his staff to 1nterv1ew all maJ or1ty staff to determine whether they have.

http://judiciary.senate.gov/print_testimony.cfm?id=1085&wit_id=2514 4/27/2004

Page3ofl7



Page 4fof 17.:

o any knowledge of actual or potent1al transgress1ons related to these documents.” (Attachment “E. ”)
- The Sergeant at Arms, having consulted with Majority Leader Frist and Democratic Leader Daschle. .
~.and receiving their approval, immediately commenced an investigation. The USCP continued to take .
L custody of the Committee’s daily backup tapes for safekeeping. Additionally, SAA staff determined
 that the “old hard drives” of the servers were still being used and could not be taken into custody
- without shutting down the Committee’s computer system. - TR
On Friday, November 21, 2003, staff for Chairman Hatch who had been conduct1ng 1nterv1ews of all o
majority staff ot the Comm1ttee advised the Sergeant at Arms that a clerk in the Nominations Unit -

. ~ Mr. - had admitted to them that day that he had accessed Democratic files over the .
' Commlttee s computer system Mr. 'S desktop computer was immediately taken into custody. .
» Mr,_ ’sdesktop computer in the office of MaJor1ty Leader Fr1st was also taken 1nto custody for
_analys1s )

Also on November 2l 2003, Cha1rman Hatch gave the SAA perm1ss1on to take the Commlttee 'S
* servers’ hard dr1ves SAA staff conducted a site survey to ascertain the physical and logical layout of
-+ the Committee’s servers and over the weekend of November 22-23, 2003, the four Committee servers
- were disconnected, their hard: dr1ves removed and preserved and the Committee’s data was restored o
‘to new hard drives.
On December 3, 2003, the ﬁle server from the MaJor1ty Leader s office was 1maged and the copy
secured for forensic’ analys1s A backup tape of that office’s e-mail server from November 17, 2003,
- was provided to investigators, but proved to be: ‘blank. Subsequently, the System Administrator L
. provided backup tapes from September 29, 2003 and January 12 2004 These tapes were readable
- andanalyzed by the forensic experts ‘ ;
C. Investigative Resources : oy :
‘The request for the Sergeant at Arms to conduct this. 1nvest1gat1on was, as best can be determ1ned
unprecedented To ensure a-thorough. investigation, ‘the Sergeant at Arms supplemented h1s staff’s
~ resources with an independent computer forensics firm and add1tlonal investigators.
" The services of a qualified, outside computer forensics .company were obtained pursuant toan
“existing contract the SAA had in place for Informat1on Technology Support. The Statement of Work '
- for the analysis asked for: (1) a matrix of access permissions assigned to security groups, and
“individual accounts and the network resources to which they had access, as can best be reconstructed,
"_back to January 2001; (2) an audit of all available and reconstructed logs to look for anomalies in
~ login fa1lures account logins compared to machine names, file access, and copying, with special
" emphasis on the documents identified as being from the Judiciary Committee computer system; and, -
~ (3) an analysis of probable methods by which these files could have been obtained by other than
“ permitted users. Each of the company’s employees who worked on this analysis was required to s1gn -
anon-disclosure certification, The work of the forensics analys1s and recovery team was overseen by '
: the SAA’s lead investigator, the Assistant Sergeant at Arms for Police Operations. '. :
-~ Inaddition to the forensics analysis of the Judiciary Committee servers, available backup tapes and
. the desktops of relevant staff members; this investigation consisted primarily of interviews of those
individuals who had access to the Judiciary Committee server. Over 160 interviews were conducted
‘of current and former Judiciary Committee staff members and other individuals who were identified
during interviews as possibly having information relating to the investigation. Employees of the SAA
~technology staffs were also 1nterv1ewed Four:agents from the United States Secret Service were o
. detailed to the SAA to assist in this-investigation. They reported to the SAA lead investigator.
-~ All of those interviewed were asked a standard set of questions as well as individualized questions. -
" ‘based on the investigation to. date, or as follow up to their answers to the standard questions.
~ Interviewees were allowed to have counsel dur1ng the 1nterv1ews six 1nd1v1duals chose to have -
‘ --attorneys present.. '

.- Tt would not have been poss1ble to conduct this 1nvest1gat1on w1thout the cooperat1on of the maJonty S

and m1nor1ty Members of the Jud1c1ary Comm1ttee and their staffs Since the 1ncept1on of the

1
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_ 1nvest1gat1on Chairman Hatch: and Senator Leahy have encouraged the1r staffs to cooperate w1th the ’
SAA. Staff Directors Mr. ~_andMr. - have been invaluable in providing information and
helping with the log1st1cs of. locat1ng former em employees and arranging interviews. The original copy
of the final version of this report and the work product of this investigation will be kept by the-
Sergeant at Arms. Copies of this report have been made and d1str1buted to the Chairman and Rankmg
Minority Member of the Committee. - : :

. II. Overview of Findings - :

‘Investigators interviewed over 160 1nd1v1duals pr1mar11y those who had access to the Jud1c1ary
Cominittee computer system. In addition, five servers, four workstations and multiple e-mail backup
tapes from the Judiciary Commlttee and Maj or1ty Leader Frist’s office were analyzed by forensrc :

- experts. Individuals who were 1nterv1ewed did so 'voluntarily and were advised that this was an

administrative, fact- finding inquiry. This report presents the: ﬁndmgs of the investigation.

The report begins by outlining the structure of the Judiciary Commlttee s.computer network then
~addresses whether the Democratic documents disclosed in the press were from the Committee’s

computer system. It then outlines the admissions of two former Committee staff members who

accessed Democratic files, including the scOpe‘of that access, and sets forth the forensic verification

- of how they were able to access other users’ files over an extended period of time. The report also ‘
“examines the statements of other individuals who were 1dent1ﬁed as knowing that accessto -

Democratic documents was available, addresses a possible source of the disclosures to the press
- --analyzes other possible means of access to the computer system and finally, makes recommendat10ns

- “forthe future..

Investigators were prov1ded cr1t1cal 1nformat1on early in the 1nvest1gat10n (Fr1day, November 21,
- 2003) when staff for Chairman Hatch who had been conducting interviews of majority staff on the
Committee advised the Sergeant at Arms that a clerk in the Nominations Unit had admitted to them
‘ that day that he had accessed. Democratic files over the Committee’s computer system H1s desktop
- computer was 1mmed1ate1y taken into custody by the SAA. : :
The forensic review confirmed that 18 of the documents at issue res1ded on the Nom1nat10ns Umt
clerk’s desktop. The documents in question were found within a large, password protected

- compressed file with either the exact name, or a close approximation. The documents at issue were

also found on the Judiciary Committee server in the authors’ folders, or the folders of other
 Democratic staff members to whom the author sent the document o ' '
The Nomination Unit clerk was interviewed on November 23,2003, as part of this 1nvest1gat1on and
. subsequently re-interviewed twice, with counsel present, later in the investigation. His version of
events remained consistent each time he was interviewed and the investigation verified much of what
he told investigators. He and his counsel remained cooperative throughout the 1nvest1gat10n
- The clerk first became aware that he could access the files of Democratic staff some time in October
or November of 2001. He made this discovery after watchmg the Commiittee’s Systems Administrator
perform some work on his‘computer. An adm1tted1y curious person, the clerk attempted to dupl1cate '
. what the System Administrator had done In so doing, he was able to observe all of the network’s’
“other users’ home d1rector1es He then clicked on different folders to see which ones he could access;"

. he was able to access some folders, but not others. The folders that he could access, he stated

- belonged to both Republican and Democratic staff. v

- The Nominations Unit clerk reported that he had access to the home d1rector1es of other users shortly

~ after beginning his employment in the fall of 2001 unt11 the spring of 2003. Initially he prmted

- approx1mately 100-200 pages’ of documents pertaining to Judge Pickering’s nomination and gave
them to-one of his supervisors. Two days later that supervisor- and another admonished him not to use ‘

. the Democratlc documents and those that he had given his supervisor were shredded.

Mr _joined the staff of the Judiciary Committee i in. December 2001. A short time after Mr
g __was hired, the clerk showed him how he could access Democrat1c files. The clerk who initially -
S d1scovered how to access the files told 1nvest1gators that he was not sure what to look for in the files,
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“soMr. ° would gu1de him as to what 1nformatron was helpful Mr. - would often suggest

- which d1rector1es he should concentrate on and would sometimes tell him that there was somethmg
- new in a particular folder and ask the clerk to print it for him. Mr. - admitted accessmg the

computer files of Democratic staff himself on one or two occasions.
“The. Nomlnatlons Unit clerk explained that he frequently searched the folders of some Democrat1c
staff on an almost dally basis while working on the nomination of Judge Priscilla Owen. In fact, over. .
the course of accessing other users’ files for approximately 18 months, the clerk downloaded '
~ thousands of documents. Forensics analy51s of a.compressed zip folder from his workstation where he
_ kept these documents identified 4,670 files, the ‘majority of which appeared to be from folders
i “belonging to.Democratic staff. During the approxrmately 18 months the clerk accessed other users’ ,
~files, he stated that he had four or five different computers assigned to him and that regardless of the '
hardware he used he was able to access this information. o
- In January 2003, Mr. - left the Jud1c1ary Comm1ttee and took a position in the office of Majority -
" Leader Frist. The Nomlnatlons Unit clerk'and Mr. both-admitted that the clerk continued to
.‘provide Democratic - ‘and also Republican - documents to Mr. after he left the Judiciary
Committee. Forensic analysis of the e-mail traffic between the two confirms this. In March or April
2003, the cletk was re-assigned to another Unit in the Judiciary Committee. About the same time
- (Apnl 2003) the Committee’s server was upgraded ¢ and the clerk be11eved that prevented h1m from :
‘being able to access other users’ files on the server. = -
While there was extensive analysis of servers and 1nd1v1dual Workstatlons in this 1nvest1gatlon the
~ results were limited due to the absence of proactive security auditing on the Committee’s computers.
The fact that not all security events were audited 51gn1f1cantly inhibited th1s 1nvest1gat10n because
V'perm1s510n ‘changes could not be analyzed on any computer.. ' L
Because the Committee was not auditing permission changes, the forensic review was not able to
provide a h1story of who had access to the files containing the Democratic documents at issue.
The forensic review of the Judiciary Committee servers that was conducted is consistent withthe -
~ clerk’s explanatlon of how he was able to access democratic files. The forensic analysis-provided

-investigators, with two * snapshots of the network’s permission settings - one from July 2003 (whena .

* file copied from the older server in April was deleted) and one from November 2003 when the server .
was imaged for this investigation. - '
. The forensic analysis indicated that a maJorlty of the files and folders on the server were access1ble to ,
all users on the network. ‘Any user on the network could read, create, modify, or delete any of the files
or folders within these folders. The investigation revealed that usérs whose network profiles were
- established prior to August 2001- when a new Systern’ Administrator was hired by the Committee -
were generally established correctly and had strict permissions; those established after the date were
~ “open.” The investigators-do not believe that the Committee’s System Administrator acted
~maliciously, or that he himself 1nappropr1ately accessed any user’s files. Rather, this s1gn1f1cant :
~ security vulnerabll1ty appears to have been caused by the System Administrator’s inexperience, and a
Tack of tra1n1ng and over51ght This System Administrator left the Committee i in July 2003, but
~permissions remained “open.” Forensic analysis of the Jud1c1ary Committee server when this
- investigation began in November. 2003 1nd1cates that the system was even more open to all users on
- the network at that time. ' o
‘Despite this significant lack of secur1ty, the 1nvest1gat10n d1d not reveal any- ev1dence that users - o
- continued to access other users’ files after the Nominations Un1t clerk stopped doing so in April 2003. - -
© Other than the Democratic documents in question, no one who was interviewed brought forth any
-other documents that they believed had been comprom1sed from the computer system.
The 1nvest1gat10n did not identify any individuals, other than the clerk and Mr. , who were -
. accessmg other users’ files on the Judiciary Committee computer rietwork. While the clerk admitted
'~ to'accessing and printing approximately 100-200 pages of documents and providing them to his
- supervisor in October or November of 2001, they did not.know'.how he had obtained the documentsor
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that he cont1nued to access add1tlonal Democrat1c documents Add1t1onally, the superv1sors d1d not

b bring the matter to the attention of the Staff Director. A forensic analy51s of the hard drives of both

o supervisors was conducted and none.of the Democratic documents at issue resided on either drive.
The Nominations Unit clerk identified other Judiciary Commiittee staff members within the -

s ‘*Nom1nat1ons Unit whom he believed knew Democratic computer files were accessible..

| Investigators interviewed all of those individuals that were identified as having knowledge about
_access to Democratic files. Of those interviewed, only one - the Committee’s former System -

ca ;“Adm1n1strator who was working part-time-on developing a database for the majority - knew that any .

users* folders were: inappropriately open to others. This individual did not know the extent of the
- problemand thought the System Administrator was just “sloppy” with setting some users”
. .~permissions. He did not advise the System ‘Administrator of his d1scovery e R
- In the interviews that were conducted, to date no other individuals on either the Repubhcan or
~ Democratic staffs admitted that they knew thataccess could be obtained to the other’s files. There =
- .'was speculation among those interviewed that if Mr. learned-how to get access to Démocratic
* files, others on the Committee were probably doing the same thing. The Democratic staff working on

oy - Jud1c1al nominations clearly did not know there was a vulnerab111ty If they had presumably they

- would have protected their files. . :
 “Members of the press and the Coahtlons who had possesslon of the document at issue declmed to be ,
- interviewed. Without their cooperation, the investigation faced a significant impediment to 1dent1fy1ng

o ."the source of the disclosure. Several individuals who were interviewed, both Republicans and

- Democrats, implicated Mr.. . While there is no definitive evidence pointing'to Mr. . . as'the A
~individual who gave the documents to the press, ora party outs1de of the Senate, there is =
. circumstantial evidence implicating him.

" “When the Nomination Unit clerk, who consldered Mr. f a fr1end was asked how the Democrat1c -
decuments were disclosed to the. press, he identified Mr.” .. " as'the l1kely source. He describeda

_ -conversation with Mr. _ ~_ shortly after the documents were excerpted in the press where he .
o vunderstood Mr _ to acknowledge g1v1ng the documents to a th1rd party who then gave them to -

. 'the press.-

“ The report does not make any recommendat1on for referral of 1nd1v1duals for Senate or legal eth1cs or

g "v:""v‘jfcrlmmal violations. It does set forth some of the options the Jud1c1ary Committee miay be considering.

- Ttalso recommends immediate steps. that the Committee should take to enhance its computer security .. a
~and sets forth measures the SAA will be recommendmg to the Senate leadersh1p to enhance the -
.- :’computer security network-w1de : R A
~“II1..The Judiciary Committee Computer Network

LA ‘Organizational Background

' The SAA provides Information Technology support to the ent1re Senate 1nclud1ng Commlttees

. ‘Office Automation support is accomplished via the current SAA contractor, Signal Solutions:.

'The SAA provides Senate offices with a variety of computer hardware and software, 1nclud1ng

_networks, workstations, peripherals and all products associated with a computer system connected to, Lo
.~ "aLocal Area Network (LAN), including software such as Operatlng Systems (usually a variant of

‘Windows NT) and other functional packages and office suites. Software setup and Operating System - =

' ".'conﬁguratlon is usually conducted by SAA staff followmg conﬁgurat1on spec1ﬁcat1ons requested by o 5

» . the office’s System Administrator.
~ Almost all Senate offices, including Commlttees employ thelr own Systems Adm1n1strator These

" individuals have a broad range of technical skills, ranging from the bare minimum to advanced -
 téchnical understanding. The SAA provides training (through the Joint Office of Education. and’
'Tra1n1ng) gu1dance and/or direct support to Systems Administrators when requested to do s0. '

~ B.Histery of the Jud1c1ary Committee’s Network and Systems Administrators .

Tt was-determined from interviews of SAA employees that the Judiciary Committee m1grated from a

kS }.m1n1 computer system toa Local Area Network pr1or to October 3lst 1991 'The: speclﬁc dlate is not ;
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oy known nor is the name of the Systems Adm1n1strator at the time. :

~ On August 14th, 1995, the Judiciary Committee -computer software system was upgraded from

. Microsoft (MS) LAN Manager Version 1.1 to MS Windows NT Server 3.51. In December 1999,

. " another upgrade was completed resulting in the software installation of MS Windows NT Server 4. 0.
- In July 1999, Mr.. left the Judiciary Committee after serving as its Systems Administrator.

According to SAA staff, Mr. . was very independent and rarely used their customer support. In

© August 1999, an SAA team 1nsta11ed new Y2K-compliant workstations within the Commiftee. This . |

caused a number of network issues to surface as a result of the System Administrator’s nonstandard

* configurations on the servers and customized, non- -standard, individual logon script files. In late 1999
- the Judiciary Committee requested assistance from the SAA to bring its computer network back toa -

- standard configuration and into Y2K comphance An SAA contractor assisted the Commrttee for
approximately 2 months during the transition to a new. Systems Administrator, Mr. .

-SAA Service Center tickets which track service requésts to the Help Desk show that in December

~.-1999 Mr. -~ requested specific assistance from the SAA Help Desk ‘with regard to the Judrcrary

“computer server upgrade. Accordmg to these records, Mr. .~ successfully changed and :

synchromzed server passwords for proper security measures.’ S :
_OnJune 21,2001, Mr.. - ___resigned as the Committee’s System Administrator-and Mr the ‘
. System Admlmstrator for Senator Leahy’s personal office, performed those duties ‘unoffic ially” for ‘
' the Committee until Mr. =~ was h1red on July 17 2001 Th1s pos1t10n was ﬁrst JOb after -

"~ obtaining his college degree. _ '

_ -+ The Committee received new computer hardware ordered by Mr ~on February 20 2003
. (Service Center ticket 92377) The service ticket’s notes indicate that Mr. declined to schedule:

. apre-installation meeting with SAA staff and declined the SAA’s offer to ‘configure the system. He -
requested that the equipment be. delivered in the orrglnal boxes and indicated that he would handle the
. installation himself. After this installation'Mr. ‘called the SAA Help Desk on April 18,2003,

- - with questions about how to copy files from one server to another. He was advised of the proper
procedures and, according to the Help Desk report, was able to copy the files successfully. Three days'
- later Mr."_ called the Help Desk regardmg problems associated with the new Windows 2000 "
-server he had built to use as a file server. He reported encountering login problems on workstatlons A
" when users attempted to connect to. the server and contacted the SAA Help Desk for assistance. The
" SAA provided technical assistance and on April 30, 2003 Mr .~ advised the Help Desk staff that - -
 he was not having any further difficulties. , ) ‘
+On May 29,2003, Mr. ~assumed the System’ Admmlstrator position for the. Commlttee He =

remains in this position today Mr.  left the Committee on July 21, 2003. A tlmehne reﬂectlng
~ the tenure of the Committee’s recent System Administrators is attached at “G.”

- Like some other Senate offices, the Judiciary Committee has historically been staffed w1th Systems

Administrators who ‘preferred to.perform most computer-related tasks themselves. This has been true-
_ even if they had only minimal technical experience before becoming the Committee’s System

- Administrator. There is'no minimum level of proﬁcrency reéquired to obtain a System Administrator:

S 'posmon and there was a considerable variance in the proficiency levels of the Committee’s different =

" system administrators. Notably, the records of the Senate Joint Office of Education and Training

. reflect that Mr. - only attended two techmcal trammg classes dur1ng his tenure, ne1ther relatmg
“'to the NT Administration. :

- C. The Architecture of the Judlclary Commlttee Network : .

- The Judiciary Committee. Computer network, when it was 1maged at the beglnmng of thlS

. investigation, consisted of a Primary Domain Controller (PDC) Server known as “JUDAK,” a Backup A

g Domain Controller (BDC), a Print'Server known as “JUDPT,” and a File Server which is referred to -

. as “JUDFS01”. Collectively, these servers are simply known as the Judiciary Commrttee File and

Print Servers. The network configuration also included‘an e-mail server that was not taken into
- custody because backup tapes were available. A diagram of the Judiciary Committee Local Area.
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o Network as of November 2003 is attached as “H 2o

The “JUDAK” server was the primary domain controller (PDC) for the Commrttee The server ran the

~ Windows NT 4.0 Operating System and controlled all servers, computer workstations, users, printers,
~“scanners and other computer hardware on the network. PDCs are considered critical infrastructure

" machines and act as the central management p01nt for the entire network and all its users.
The print server “JUDPT” was the central managing point for all printers and computers that printed.

~ This connected all servers and workstations to all printers and managed the printing of all documents. -
_The file server “JUDFS01” acted as the central file repository point for all users on the network. The

" file server allowed users to save and retrieve their ﬁles and folders from a central location. This

_central location offered a large amount of hard drive space. (over 200. g1gabytes) for data storage by
the over 140 user accounts. Administrators generally backup the ent1re file server per1od1cally asa

_ single entity providing for the recovery of lost data. - :

-~ The Committee’s servers were configured in a way that a Local dr1ve/part1tlon conta1ns the Server

~ Operating System and related utilities; this is known as the server “C:” drive. There also exists a.
server “E:” drive. This particular local «drive/partition contains data files, such as user home -

R d1rector1es and shared directories. The System Admiinistrator is. responsible for security settlngs or

perm1sswns on the various folders on this drive or partition to allow (or not allow) them to be -

“shared” with users on the network The practice in the Judiciary, Committee is to “share” certain files -

~among staff working for the same Senator. Users access the folders by mapping them to a drive letter
. (e.g:, H:orS:)that they use just like a drive on their individual workstations.
: Spec1ﬁc to each user’s desk workstation is a Local “C:” drive that conta1ns the workstatlon Operat1ng
System, applications, and data files. Additionally, the “H:” drive (as
stated above) is also seen and is “mapped” to a user’s home directory on the ﬁle/pr1nt server An “S ?
- - drive is‘also “mapped” to the shared folder on the file/print server. . ' :
Each user should have exclusive access to his or her own directory. As the name 1mp11es more than
- one user typically has access to any shared folders on the server. Access to home d1rector1es and
-shared folders is controlled by permissions set by the system administrator. -
- The d1agram below reﬂects the Comm1ttee S SErver and desl(top conﬁguratrons

B3
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Ly A deta1led explanat1on of each dr1ve is attached at “I ” j» . g
o IV The Documents D1sclosed to. the Press Res1ded on the Jud1c1ary Comm1ttee Computer Network

o The Democrat1c staff documents excerpted in the press and publ1shed on the internet appeared _
- initially to have been taken from the Jud1c1ary Committee’s computer system. Specifically, one of the 1f‘
RN :authors of a memorandum to Senator Kennedy advised 1nvest1gators that the document posted on the .
- public website was not the final version of the memorandum pr1nted and disseminated. L1kew1se the. -
" "~ author of the document that does not have a headlng (the first page posted on the website with an “02" L
- in the upper right corner) indicatéd that it was typed as an outhne of thoughts not 1ntendedl to be read
.. by anyone else: and, therefore, never printed. , . ‘ :
.. The forensic review confirmed that 18 of the. documents at issue res1ded on the J ud1c1ary Commlttee -
L server. The one document that was not- found was identified to investigators as written by Mr. - - ;-
-+ .Counsel for Senator Biden, and was posted on: the website with “p.20" in the upper right corner. The ..
“ .- forensic review searched all files and folders - even those that had been deleted - on all of the servers -
-« .- and workstations taken into custody Printed cop1es and; in some cases filenames, of the Democrat1c :
" staff documents that were prov1ded to the forensic consultants Add1t1onally, unique mathematical

,computat1ons for each file were ‘created by the forensic experts and used to search for the documents. S
~ All of the found documents resided on desktop The documents in question were found within a large Sy

~ password protected compressed file with either the exact name of the or1g1nal document, or a close. -
- approximation. The documents were also found on the J ud1c1ary Comm1ttee server in the authors’-

~the document A list of the folders where the documents were found is: attached at “J” (Me mos 1n
~~ Question Analys1s) e : : :
./ The forensic analy51s revealed no matches for the documents n questlon on any of the othcr computer )
TR :;analyzed PR A
SEE V A Jud1c1ary Commlttee Staff Member Accessed the Computer Flles of the Documents Authors

e A Mr ﬂ In1t1al Access o

As noted earller in th1s report counsel for Senator Hatch who were conduct1ng 1nterv1ews the week of

~~home: d1rector1es or the home directories of other Democratic: staff members;to whom the author sent B

- - November 17th brought to the attention of the Sergeant at Arms that Mr. - ,'a nominations clerk S

. for the Senate Judiciary Committee, ‘had acknowledged accessing ‘Democratic ﬁles on the Judiciary -
5 Committee’s computer system. Mr.__ " . “was interviewed on November 24, 2003, as part of this
- 1nvest1gat1on and subsequently re- 1nterv1ewed with counsel present, later in the investigation. His -

- version of events remained consistent- each time he was interviewed and the investigation Venﬁed

much of what he told 1nvest1gators Importantly, prior to the initial media reports referencing the

- Democratic documents at issue; Mr. .~ had already been accepted to graduate school in

accounting in Texas and was plann1ng on leaving employment with the: J udiciary Committee. He was e

. puton adm1n1strat1ve leave the day of his adm1ss1on to Senator Hatch s counsel and left for Texas on
: ;January 7 2004 ' : i

o M ~began worklng for the maJonty in the Nom1nat1ons Umt of the J udrc1ary Comm1ttee on

R ‘,September 19 2001. He was 1nterv1ewed and: h1red by Mr S the Republlcan Staff D1rector for ’
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the Committee at that time. Mr. - ’sTtesponsibilities involved the handling and processing of.
nominations paperwork. Later he was given additional responsibilities, including researching for the
Committee’s attorneys and speaking with the Department of Justice’s Legislative Affarrs and Legal '
Policy representatives. He stated that he worked for Ms. _ and Mr. -

‘ _Accordmg to Mr. -, he became aware that he could access the files of Democratic staff some

- time in October or November of 2001 He made this discovery after watching the Committee’s -
Systems Administrator, Mr. perform some work on his computer. An admittedly curious -
person, Mr. __ attempted to dupl1cate what the System Administrator had done after Mr.

. left his workspace. According to Mr. , he accessed “My Network Places/Entire ~
- Network/Judak.” In so doing, he was able’ to observe all of the users’ home directories. He then

clicked on different folders to see which ones he’ could access; he was able to access some folders, but

.~ not others. The folders that he could access he stated belonged to both Republrcan and De mocrat1c o
. staff, :

M. reported that he had access to other users’ home d1rector1es shortly after beg1nn1ng his

o employment in the fall of 2001 until the spring of 2003. Mr. - recalled that the nomination of ~

L Judge Charles Pickering to a seat on the Fifth Circuit was the “Lot topic” within the Judiciary-

Committee in the fall of 2001. As a result; he began nav1gat1ng the server and searching for S
~ information about Judge Pickering: He pr1nted approximately 100 200 pages of documents pertaining -
- to Judge Pickering’s nomination and gave them toMs. in an attempt to get on good terms

- with her. According to Mr. _~~ ,Ms. .~ appeared pleased with the information and thanked

him. He reported that two days later Mr. _ andMs. - admonished him not to use the
" Democratic documents and Ms, shredded the mater1als he had grven her. L
"B.Mr. . ’sPossession of Democratic Documents
o In December of 2001 Mr. . joined the Judiciary Committee as a counsel for the Nommatlons

< Unit. Mr. ____ -stated that a short time after Mr. - was hired, he showed Mr. how to

- access Democratic staff files and explarned that Mr.© ~ andMs. . had instructed himnot to ; -

- ‘use Democratic materials. Mr. _~_’s response, accordmg to Mr.- ; was that everyone knew

about the open access and that he did not have-to follow the directions given by Mr. _and Ms.

- . Furthermore, Mr. recalled that Mr: told him that Senator Hatch Wanted the staff

- to use any means necessary ry to si support President Bush’s nominees. S ‘

~According to Mr. ~_,'he was not sure what to look for in the files, soMr. Would ‘guide him
~as'to what information was helpful. Mr. - . -explained that Mr. - would often suggest which

. directories he should concentrate on and woulc would sometimes tell him that there was something new ina-

- particular folder and- Tequest thatMr. ./ prnt it out for him. When Mr. .~ - printedout -~~~

*documents, he would either hand them to M to Mr. _orleave theminMr. s top desk. drawer»

- He recalled specifically leavmg documents in the desk drawer without a handle.

- In his second interview, Mr. - explained that Mr.. was his supervisor, (a relat1onsh1p not _

~ corroborated by anyone else, 1nc1ud1ng Mr. ), and when asked by Mr.  ~  tolook for spec1ﬁc ..
Democratic information he believed he was be1ng directed to do so by his superv1sor Mr. - _—

“believed that Mr. ’s instructions superseded those he had been given earlier by Ms. and

Mr. .Mr.: also stated that Mr. -~~~ told h1m there was noth1ng wrong, or 1llega1 with

accessing the Democratic files. - :

In January 2003, Mr. = . = left the Judrcrary Commlttee and took a posmon in the ofﬁce of Majorrty
. Leader Frist. He continued to have access to the Judiciary Committee server until at least February 12,

2003, when he e-mailed himself (from his Judiciary Committee account to his account on the Fr1st
- server) more than 45 documents over three days. Mr. -+ and Mr. both admitted that Mr..

- _continued to provide Democratic - and also Republlcan documents toMr. .~ afterhe left
. the Judiciary Committee. E-mail trafﬁc between Mr.. .~ and Mr. . - confirms this. For =~
: _example on February 24,2003, Mr. * ~ replied to an e- ‘an e-mail from Mr. -~ with the subJect

‘ ., matter * please send asap by attachlng over 30 documents to Mr _ .And, a March 3, 2003 e-mail :
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~ fromMr. . toMr. wrth the subJect “lots of chatter attaches ten documents, the majority - = -
- of which appear to be written by Democrat1c staff N T
. C.The Scope of Access L e o e
Mr.. explained that he frequently searched the folders of Mr _ (Sen Kennedy) Mr _
(Sen Durbin), Mr. =~ (Sen. Fe1nste1n) Ms. . (Sen. Leahy), Mr (Sen. Biden), Mr.
-(Sen. Fe1ngold) and Ms. (Sen Leahy) He: acknowledged that most of the documents
he accessed were from the filessof Ms.. -~ and Mr. - . He admitted accessing these files on an’

o ‘, } almost daily basis while workmg on the nomination of Texas Texas Supreme Court Judge. Priscilla Owens to-
- the District Court. He stated he accessed the files much less frequently after October 2002 when h1s

. According to Mr. _

“mother was murdered. Mr. - prov1ded investigators-with a two-page printout of a computer _
‘screen with Judiciary Comm1ttee staff folders and 1nd1cated wh1ch folders he could access. and those
‘he could not. (Attachment “K.”) e ' : »
- , when he leamed of the Vulnerab1l1ty of the computer server he took steps to .
- .safeguard his own files. He did this by contacting a friend outside the Senate, whom he thought tobe .
very good in computer security issues. This individual gu1ded Mr.” ' through the necessary steps
- at his desktop. An interview with this individual confirmed that Mr. - - .advised him that others ..
" could read his files and asked for assistance in preventmg this access. Mr s friend helped him »
“right click on propert1es and estab11sh permissions on his files. Mr., . stated that he also- secured -
~ the files of Mr. and Mr. - another member of the Nom1nat1ons Umt from the1r A

" workstations.

In March or-April 2003 about the same time: Mr 5 “left the Nom1nat1ons Umt and mos ved tothe -

- Civil Division, the server was upgraded and Mr._ believes that prevented him from being ableto - :

j'access other users’ files on the server. During the approximately 18 months Mr. -~ accessed other

- “users’ files, he stated that he had four or five different-computers assrgned to h1m and that regardless v ;: L

of the hardware he used he was able to access this 1nformat1on

. The investigation revealed that over the course of accessing other users files: for approx1mately 18

“months, Mr. downloaded thousands of documents He stated that he created a password

ST 'protected zip p folder” on his- -desktop computer once he realized there was going to be an 1nvest1gat1on. ST
‘and moved the relevant documents:to that folder. He prov1ded investigators with the password for the

folder ‘The forensics' analysrs revealed that the compressed zip folder contained 4, 670 files, the R
maJor1ty of which appeared to be from foldets belonging to Democratic staff. Over 2,000 of these .~
files appear to belong to one individual, a former counsel for Senator Durbin. Mr. ~ ~ told -~ -

a “ "-71nvest1gators that the only copy of these documents that he possessed other than those found on h1s

- workstation was given to his attomeys Mr : ’s.counsel provrded investigators with two discs -

. which included the contents of Mr. s H: drive, including the zipped files: The attorneys also--

prov1ded investigators. with approximately 500 pages of documents including Democratic. documents

S Republican talkmg points and issue papers on judicial nominations, and press and website reports .

o about Jud1c1al nominees and this investigation. They represented this to be the complete results of Mr (o

L S product1on to them of any documents he had i in his possession: relatmg to this. 1nvest1gat1on o o
S Mr._ conﬁrmed that he had g1ven everythmg over to h1s counsel e

o -VI Forens1c Verlﬁcat1on and Analys1s
A Limitation of Analysis .. N » : g
" While there was extensive forens1c analys1s of servers and 1nd1v1dual workstat1ons in th1s ,
1nvest1gat1on the results were l1m1ted due to the absence of proactive security auditing. Each server
and workstation contains three main logs; an appl1cat1on log which tracks programs and what they are
-doing on the network, a system log which tracks any remarhable system; operating system events; and o
~ asecurity log which tracks successful and failed access attempts to system resources. System . ‘
' Adm1mstrators can use the secur1ty log to apply both react1ve and proact1ve measurcs to potent1al and
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actual secur1ty 1nc1dents The secur1ty log can aud1t successful and fa1led log ons and log offs ﬁle o
. accesses; user rights, security policy changes and computer restarts. . o
“Prior to the Commiittee’s server upgrade in April 2003, only failed. log-on and log-offs were . aud1ted -
- As-a result, the forensic review was unable to determine whether any users changed their user r1ghts o

attempted to access files to which they d1d not have access to or the exact date and t1me of each log
--on and log off. »

- The fact that not all secur1ty events were aud1ted s1gn1ﬁcantly 1nh1b1ted th1s 1nvest1gat1on because
- permission changes could not be analyzed on any computer. When a user account is created, the -

T System Administrator assigns that user access to certain privileges and resources on the network. If -

. the system is not propetly configured, users may be able to change their level of access and pr1V1leges.
‘Because: the System Administrators were not aud1t1ng perm1ss1on changes the forensic review was
unable to produce a history of who had access to the files containing the Democratic documients at
- -issue. This trend of not fully logging security events began before the the Committee’s server upgrade -
~in April of 2003. When the Committee migrated from Windows NT to Windows 2000 in April 2003,
. the same log settings were preserved and; asa result the loggmg contmued to be 1nadequate fora
_comprehensive security audit. ' . : i
~ B. Open Permissions. 3 . : S
L The forensic review of the Jud1c1ary Comm1ttee servers'is cons1stent w1th Mr ’S explanat1on of .
“how he was able to access files that were owned by Democrat staff of the Committee. The files on the
- Committee’s server (JUDAK) were copied to the new server (JUDIC-FS01) on April 18,2003 and =
;. . deleted in July 2003. Forensic experts were. able to recover most of these deleted files and analyze ﬁle
- permissions as they were set at the time of deletion. -
. The forensic analysis indicated that a majority of the files and folders on the server were accessible. to '
‘all users on the network. Spec1ﬁca11y, in 84 out of 144 of the home d1rector1es analyzed, the - v
- permission assignment was “open,” indicating that the “EVERYONE”-group had full control. This =
“'means that any user on the network could read, create, modlfy, or delete any of the files or folders :
-~ within these folders. The remaining folders had a “strict” permission assignment, which meant thata-
- - specific user(s) were assigned to the folder, typically the owner of the home d1rectory and 1he System
-+ Administrator. The folder permission analysis is attached to th1s report at “L”.
" The folder permission analysis verified Mr. .. ’s statements that he was able to access the home
directories, or H: drives, of Ms. SMr. o Ms. . Mr._ , Ms. ,and Mr. -
, __.These files were among those open to everyone on the Judiciary Comm1ttee server.
~Additionally, the forensic review confirmed that access was restricted to the files belongmg to Mr.-
,Mr. ~  ,andMr._ Th1s ﬁndmg is con51stent with Mr IR s report that he took
steps to protect these users’ files. ' :
" The Windows 2000 operatmg System is built‘on Wmdows NT technology and has s1m11ar securlty
~ As aresult, the open permission settings that existed before the Judiciary Committee’s server upgrade
+ in April 2003 were inherited by the new server unless the System Administrator took spec1ﬁc steps to‘ :
~_change them. Nevertheless, the conversion to the Windows 2000 Operating System left Mr. ’
- unable to navigate access to other users” files. Part of the explanat1on for this is. that the. W1ndows
-~ 2000 server has a setting (unlike the previously used - :
 Windows NT) that does not show the list of all users’ folders. As a result, while the Democratlc files -
Mr.  had been accessing were still. technically: open, the path to get to them had changed and it
appeared to him that access was no longer ava11ab1e L - : S5

. C. Pattern of Open Permissions : ‘ :
~ Our investigation revealed that some user. home dlrectorles were set to open permissions and other .
- home directories were set to “strict” permission. This appears to be a result of the Judiciary ey
- -Committee Network having two System Administrators during the time frame in question. One
System Administrator had very strict account policies in place and the other did not. An analysis of
“the creation date and permissions of various user accounts was performed and supports this: (Attached )
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"4t “M” is a chart H: Drive Permissions Analysis Including Start/Creation Dates). . .
Users accounts created prior to August 2001 were generally created w1th ‘strict” permissions; those
establlshed after that date were ‘open.” Of the 126 users whose folders were available for forensic
analys1s there were only nine exceptlons to this general pattern. Four of these exceptlons were
- Nominations Unit staff whose files Mr, " admitted protecting. Of the remaining five exceptlons

only two had strict permissions that should have, according to the pattern, been open —Ms.. ,
counsel for Senator Kyl since August 2003 (formerly counsel for Senator Sessions from August 2002

- August 2003) and counsel for Senator Brownback. Judiciary Committee leave records indicate that .

~Mr._~ wasonleavewhenMs. and Mr.. . begantheir employment with the
Committee. It is likely that their user proﬁles were established by Mr. in Mr. ’s absence.
They both were interviewed and denied any knowledge of be1ng able to access other user 111es or of
the Democratic documents in question. - :

.. 'The Committee’s recent System Administrators were 1nterv1ewed on mult1ple occasions. Mr v ,

~ - was the Committee’s System Administrator from December 1999 to June 21, 2001: At that time Mr.

' , the System Administrator from Senator Leahy s personal office took over the duties

unofﬁc1ally until Mr. . began on July 17, 2001. Mr ' rema1ned in the pos1tlon untll Mr
l - assumed the dut1es on May 29, 2003. : ' :
- Invest1gators interviewed Mr. = in person early in the 1nvest1gatlon and had subsequent telephone

" and e-mail conversations with him. After explaining to investigators how he set up a user profile, Mr.
- - called to correct his ] response and subsequently sent an e- ma11 on February 18, 2003, wh1ch

- “stated, in part:-
In the final step of the process, [sic] 1 sa1d I would go 1nto the newly created user folder enable the ‘
share, and restrict perm1s51on to full access.by the part1cular user. I want to clar1fy that thls was only
B done under the system I put in place in Spr1ng 2003 ‘

s j_ln conversatlons I’ve had with Mr . _since we spoke it has come to 11ght that I was niot 1nstructed
~ to set such user permissions on each folder under the old system. This was an oversight in teachmg
~ me how to set up the accounts. My assumption was that these' permissions were restricted by some
- other means, and as I was taking over an already functlonlng system Idid not th1nk to double check
_ th1s area of securlty o SRR .

This statement explains why' permissionswer\e open for users who came to work for the Judiciary .

B Committee after July 2001. The investigators do not believe that Mr.~ . . acted maliciously, or that

he himself inappropriately accessed any user’s files. Rather, this s1gn1ﬁcant security vulnerability -
appears to have been caused by Mr. - ’s 1nexper1ence and a lack of training and oversight.
- Despite Mr. - ’s assertions that he properly set permissions after April 2003, forensic analysis of -
the Jud1c1ary Committee server when this investigation began in November 2003 indicates that the
. system was even more-open to all users on the network at that time, Two- thirds of the folders = =~
) analyzed were created on April 18, 2003, when they were copied. from the old server (JUDAK) to the

" new server. The majority of the folders on the new server (JUDIC- FSOl) have no permissions set. .

- - Access to these files would require a user to manually map to another user s dr1ve (as opposed to
 clicking'on folders asMr. . did). - ‘
- Because the servers in the Judlclary Commlttee Network remalned open from August 2001 through

- November 2003 it is plausible to assume that additional users may have escalated their privileges, and

. therefore would have been able to view files. belonging to other users. Despite this significant lack of
- . security, the investigation d1d hot reveal any evidence that users-continued to access other users’ files -
after Mr. . -~ stopped doing so in April 2003. Other than the Democratic documents in question; no-
. one who was interviewed brought forth.any documents that had been improperly acquired from the

' ‘computer systems in question. The next section of this report will address-the knowledge of the
individuals identified by Mr. . s hav1ng knowledge of the ab111ty to access. Democratlc ﬁles
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~VIL Other Individuals Identified as Having Knowledge
A.Ms. " andMr.  intheFall of 200‘1 ‘ ,
" As prev1ously discussed in this report, Mr. admitted to accessmg and pr1nt1ng approx1mately
100-200 pages of documents and' prov1d1ng them'toMs: .~ and Mr. ‘in October, or
~ November of 2001. Ms. .~ andMr.. - confirmed that Mr. . _ brought them a stack of
~~documents that appeared to be written by y Democratic staff. Ms. - stated that she did not know:
“how Mr." - had received these documents, but that her i 1mpress1on at that time was that they- came
from a computer that Mr. - inhetited froma former Democratic staffer. She remembers
‘recognizing that one of the documents was.an internal Democratic memorandum at which point she
~decided not to do anything with them and placed them in her top desk drawer. The next day she
“shredded the documents and told Mr. - to shred every copy he made and admonished him that it
- was not approprrate to read them - th1s i not the way they do things here.”
~Mr. . ’saccountof rece1v1ng the documents is very similar to that of Ms. . Mr.
~ “recounts that it was late in the day when Mr. presented a manila folder of documents that
- appeared to be written by Democratic staff Mr. - did not know that Mr. hadaccess to the
~ files. He stated that later in the evening as he thought about the documents, he concluded that it was
wrong to have or use them. The next day he told Ms.” -~ ,“I don’t think it’s right, we need to get -
rid of them.” They then asked Mr. intoMs. . ’s ofﬁce and told him to destroy any- hard
copies that he had and advised him to delete the files if they were on his computer.
Ms.. - and Mr. _ both stated that they thought they had resolved the problem and did not feel
‘1t was nece necessary to br1ng the matter to the attention of their supervisor, Staff Director, Mr. . Mr.
is no longer a Senate employee, but was interviewed for this investigation. He denies havi having .
access to Democratic files or knowing that anyone else had access. The investigation also revealed

- that is unlikely that Mr. _ shared with Mr. " the fact that he could access Democratic files.

Interviews revealed that the two gentlemen did not have a close or friendly working relationship.

" The forensics analysis of both Ms. - ’sand Mr. s Judiciary Committee hard drives was

- conducted. This analysis revealed that none of the Democratic documents at issue resided on either
-drive. Furthermore, the analysis determined that neither Ms. __,nor Mr. ~_ altered the manner
~ in which they saved their documents, which they might have done 1f they understood that Mr.
- and others could access files through the Judiciary Committee server.. :
* Investigators found Ms.  andMr. " tobe credible and cooperative in this 1nvest1gat1on In"
. “fact, on February 23, 2004, Ms Ms. .. called i investigators after she. discovered one of the Democrat1c :
_“documents at issue in her possession when she was unpacklng her files at a new job. She told -
investigators she had received the document from Mr.. , counsel for Majority Whip McConnell
“mnF ebruary or March of 2003. She does not remember the ex exact conversation, but she had the
impression the document came from Mr. = .WhenMr.  was re-interviewed he indicated
. Mr. . may have shown him an oppos1tlon document” early in the year, but denied any - _
-~ recollection of the giving the specrﬁc document to Ms. _ although he acknowledged that it was
possible he did so. v
B. Nominations Unit Staff :
Mr. was questioned by 1nvest1gators about whether he was.aware of anyone else who knew that
‘Democratic files were accessible. He initially stated that, “Everybody knew,” but when questioned
further he named only several Judiciary Committee staff within the Nominations Unit, specrﬁcally,

o Ms M Mr ,and Mr. = Mr ' indicated that he was also able to .
- “access these files from Ms ’s computer Mr. stated that the other individuals he named
* had knowledge of being able to access Democratic files because Mr. ~ , a former System

“Administrator for the Committee who was re-hired in November 2001 to develop a database for the
“‘majority, demonstrated how access could be obtained. The investigators interviewed all of those
- -individuals that were identified by Mr. as having knowledge about access to Democratic files.
Ms. .~ was employed by the Jud1c1ary Commrttee in July 1998 as a legislative correspondent

http://judicia'ry’.senate.gov/print_testimony.cfm?id#l085&wi_t_id#2514 L 4272004



- “Page 16 0f 17 -

and later its nom1nat1ons clerk. After a break in service she retumed to the Committee from August

~ 2001 through September 2003, ﬁrst as the Nominations Unit investigator and later as a counsel in the -

Unit. In her first interview, Ms.. . recalled overhearrng a conversation between Ms. ., Mr.
,and Mr.. -, in which she heard Mr.. -~ saythat he could access Democratic ﬁles She

- 'beheved this was possrble because he had 1nher1ted a computer previously used by Democratic staff.
~ She further stated that if Mr. - had shown colleagues how to access files, it was only because he

.. was shocked or startled that it was poss1ble he was not showrng them so that they could access the

files. S
“WhenMs. was re- 1nterv1ewed she was. asked again about the “demonstratron Mr ' told
_investigators that Mr. _ had conducted and her knowledge of Mr. . ’s ability to- access
Democratic files. Ms. . . recollection of events is not clear. She 1n1t1a11y stated during the second
interview that Mr. -~ told her directly that he could access other individual’s files on the server
- and at one point had shown hek how he could do-it, using his own workstation. She later indicated that
- it could have been that Mr. - ‘showed her on her own computer. Ms, - also stated that she
~ does not have specific recollection of a demonstration by System Administrator. She stated that it is-
' possible that it happened and that she does not remember it because she did not think it was-
significant at that time. Overall, Ms. was not helpful in determining whether others within the
. Nom1natrons Unit knew that access was available to Democratrc files. She acknowledged that events
- “could have happened” the way Mr. _* ° described them to investigators, but had no specific
recollectron Mr. conversely, is certain that Ms. - knew how to access Democratic ﬁles :
“but had no spec1ﬁc knowledge that she had ever done so. - |

- When Mr. . was the Committee’s System Adm1n1strator from December 1999 to June 2001 he L

_stated that he was met1culous about security permission. Investigators interviewed Mr. _ three
times. While he was nervous and guarded with investigators initially he eventually was forthcoming .
- and essentially confirmed Mr. ’s recollectron of events. He denied accessing Democratrc ﬁles
and had never seen the documents at issue.
‘When Mr. returned to the: Commrttee in November 2001 to create a database he remembers -
disCovering that Mr. -, thenthe Committee’s System Admrnrstrator was being “sloppy with
- permissions.” Mr. den1es ever g1v1ng a “demonstratlon” as Mr. ~_reported, but does recall
that when he was working on Ms.. - ’s computer (she did not have an H: drive and was helping"
her fix that problem) he was able to view folders belongrng to other Judiciary Committee staff. He
* remembers trying to open “a couple” folders and that they were only “Hatch stuff.” He recalls that
Ms. - ,Mr. _  Jand Mr were present at the time and that he may have said somethmg like,
“Ican’t beheve he left 1t open.” This discovery occurred while he was workingon Ms. .~ ’s
" computer. When asked whether he thought Ms. might have been able to remember the steps
he had taken to access other users’ folders he stated, “If ~  could remember steps I’d give you a
‘hundred dollars. She is the most technologically illiterate person I know.” -
-~ Mr. does not recall ever notifying Mr. . of the fact that he was able to access folders that

“. should have been closed. During this investigation Mr. _, still a Senaté employee, sent an e-mail

" to Senator Hatch’s counsel responding to a Boston Globe report that a Republican * computer
_ technician informed his Democrat1c counterpart of. the ghtch but Democrats d1d noth1ng to fix. the

~problem” by stating: .

~... my firmest recollection is that I d1d not have a conversat1on wrth Mr. about what at the t1me, ‘
O I could only -have deemed him as being sloppy with some permission and not some problem that of

- whrch others would take advantage. What 1 can remember is leav1ng h1m a message to call me. about a
-~ concern and he drdnt return my call. : L S :

" The only individual 1nterv1ewed who alleged that Mr R told the Comm1ttee S System :

 Administrator about open access to user files was Mr. _ . He claimed to have learned about this
- fromMr. _ However Mr. denred tellmg Mr . thisand stated he did not know ‘
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) whether Mr -~ was appr1sed of the s1tuatlon ' ' S
Mr. . - ,a ‘law-clerk for the Committee in the summier of 2002 and currently Invest1gat1ons -
- Counsel, 1n1t1ally told investigators that he had never been shown how to access Democratic files.Ina -
second interview focusing on the “demonstration” Mr. .~ said took place, Mr. stated that -
- he had no recollection of a “demonstration” by Mr. ~but that it could have happened Mr. :
““thought it was possible that he could have been present- wh1le Mr._©  was showing somethmg on
the computer, and he may not have known what was go1ng on. Mr - den1es access1ng the ﬁles of -
o Democratlc staff. - ' PR -
Mr. = “,alsoa law clerk for the Comm1ttee in the summer of 2002 and no longer employed by the
N Senate was interviewed telephon1cally and den1ed accessing Democratic files. He stated that he was -
" not aware that the possibility of doing o ex1sted it was not common knowledge in the OfflCC He also ‘
: den1ed be1ng present at a “demonstrat1on” by Mr. : : -
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fCompuv’ter Report#2

- C Other Jud1c1ary Comm1ttee Staff = _ S S :
- In the interviews that were conducted, no other 1nd1v1duals on e1ther the Republlcan or Democratlc -
~ staffs admitted that they knew that access could be: obtained to'the other’s files. There is speculatlon

~ among those interviewed that if Mr. ‘learned how to get access to Democratic files, others’ on
the Committee were probably domg the same thing. The Democratic staff working on judicial -
_"nomlnatlons clearly did not know there was'a. Vulnerab111ty If they had, presumably they would have

- protected their files. : : e : Ry
. .Other than the supposed “demonstratlon” by Mr. = ne1ther Mr ., mor rMr. 1dent1ﬁed
- -anyone who they thought knew about accessing Democratlc files: It is bellevable that they would not
~have told others. Notably, excerpts from e-mails between the two men set forth later i in this’ report .

“indicate their desire to keep secret the fact they had access to these documents. Mr. -~ was ,
thought of by his peers as having “a mole” on the other side-and would smile when he was asked how '
he knew what appeared to be insider Democratic information. .

- There was speculation, by Republican staff that were 1nterv1ewed that the Democrats had been
reading their memoranda. Each time this was mentioned, the investigators asked the person being -

: interviewed to identify documents that he/ she thought had been compromlsed and none was ever
.. identified.

Unfortunately, forensic analysis cannot determine wh1ch users accessed spec1ﬁc ﬁles and/or folders
As-explained earlier in this report, the audit logs that would show this were not turned on in the .
Judiciary Committee system.. Wh1le the system has this type of trackmg capab111ty, in the Senate it is -

- typically used only as an 1nc1dent response and it is standard procedure to leave the logs off during
« normal operation. For this same reason, forensics cannot tell us whether a user was successful or .

' unsuccessful in attemptmg to access somethmg he/she was not author1zed to access

S VIII A Possible Source of the D1sclosure to the Press - : ‘ L
Dur1ng the investigation several 1nd1v1duals acknowledged hav1ng seen hard cop1es of the Democrat1c
- documents. Investigators spoke with- anyone that was identified as having a copy of- the documents to

" ascertain how they came into their possession. Most 1nd1v1duals who had hard copies had downloaded o

- them from the Coalition for a Fair Judiciary website. The one exception to this was Mr. ., _
counsel for Senator Kyl, who told investigators that he recelved the documents from Mr L of the

‘Wall Street Journal on November 14, 2003. - . SR

~ Counsel for the Wall Street Journal declined to make. Mr. ,orMs, avallable for - ‘_
interviews. Mr. ., the author.of the Washlngton Times art1cle on November 15, 2003, stated that

 he received the documents in hard copy, but not from a staff person 0 on the Hill. He decllned to name.
~_his source. ,

‘Ms. - ., President of the Coal1tlon for a Fa1r Jud1c1ary, whose webs1te initially posted the

~ documents, also declined to be 1nterv1ewed citing the Sergeant at Arms’ lack of “jurisdiction” over -
her, or the Coalition. Mr. -, Executive Director for the Committee for Justlce who Mr.

“believed to be the m1ddle -man between Mr. - and the press, declined to be interviewed after -
investigators refused to give him a list of quest1ons in advance. He also returned investigators’ call to -
interview Mr. -~ Cha1rman of the Comm1ttee for Just1ce reportmg that Mr o decl1ned to

. be interviewed. o : : ‘
‘W1thout the press, or Coalltlons be1ng w1111ng to reveal the1r source of the Democratlc doc uments the
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' »mvest1gat1on faced a 31gn1ﬁcant 1mped1ment to 1dent1fymg the source of. the disclosure. Addltlonally,
because this was a fact-finding, administration investigation, law eenforcement tools such as grand j Jury
. subpoenas-to compel testimony and offers of prosecutor1al immunity were not available to -
_ investigators. However, several individuals who were interviewed, both Republican and- Democratic;
implicated Mr. - . While there is no definitive evidence pointing to Mr. as the individual
~who gave the documents to the press; ora party-outside of the Senate, there i is.a substantial amount of
circumstantial evidence implicating him. Add1t1onally, Mr. - ’s'statements contradicted forensic
evidence on two occasions and at other t1mes were 1ncons1stent w1th the recollectron of other, relrable

* - individuals.

Mr. . has admitted to accessmg Democratrc ﬁles on hrs computer In1t1ally he told mvestlgators
- that Mr. has tried to demonstrate this to him, but he was unsuccessful because he was not very -
o computer savvy. Later, he admitted to accessing the files from his workstation on two occasions. In

" his press statement the day he resigned, Mr. ~ *  stated, “Although I came to learn how to access

- two or three of these files easily-enough, I did so few t1mes and m1t1ally to ascertain that Democrats e
could access Republican files as well.” ' '

When the Democratic documents first appeared on the Coal1t1on fora F air Judiciary websiteon
s November 18,2003, the last document that was posted was an e-mail contammg the-directory path of
©Mr. . atthe bottom. A forens1c review helped détermine this document was an e-mail froma -~

- web. page that was viewed and prmted by Mr. - with Internet Explorer. Mr. could not
_* offer an explanation for this, other than noting that the document was not a Democratic staff
- memorandum. When he was advised his d1rectory path was on a document on the website, he called
. and asked that it be removed and a new version without his directory path was subsequently posted.. .
'When Mr. __ was asked how the Democratic documents were disclosed to the press, he identified
~Mr. - . asthelikely source. Mr. - = stated that he met Mr. - in the Senate Chef (an eatery -
in the Dirksen building) early in the week of November 17, 2003, shortly after the story broke. Mr. R
- . stated that he specifically asked Mr. if he had leaked the documents to the press and that i
CoMr. . osaid “No” Mr. - told 1nvest1gators that he then. asked Mr. . whether. he gave
" themtoMr. - who gave them to the press Mr._ s response according to Mr. __ L was to.
‘nod his head afﬁrmat1vely . s : .
' When investigators presented Mr: i} w1th this 1nformat1on he conﬁrmed meetmg Mr Sin

- - the Senate Chef but den1ed glvmg ‘the documents to Mr. , Of md1cat1ng toMr. - that he d1d -
© 'S0,

Mr. . recalled havmg seen nine of the Democrat1c documents that were posted on. n the webs1te
before they were made publ1c He may have seen the others, but stated that he did not speclﬁcally
recall them. He denied giving the documents to the press in his initial interview and when asked in his
- second interview whether he had ever given them to anyone ¢lse, he answered “no - not to my
- recollection.” In-his third interview, Mr. __continued to deny giving the documents to the press
‘ »u:and had no specific recollection of giving them to anyone else, although he admitted he often shared -
“opposition information” W1th colleagues and could not say for sure whether he had g1ven ‘them to
anyone else. - - .
Also in his second 1nterv1ew Mr R told mvest1gators that most of the documents Mr
printed for him were useless and he would just throw them out. The ones he thought might be useful
he kept in a folder that he later lost. He speculated this might have happened when he moved from the
Judiciary Committee to the Majority Leader s offices. In his th1rd 1nterV1ew he 1nd1cated he belleves e
~ he lost the folder in the Majority Leader’s office. : v
InMr. . ’sinterview with 1nvest1gators on January 15, 2004 he adm1tted to receiving memoranda S
while in the Senate Majority Leader’s office, but denied act1vely sol1c1t1ng 1t The e- ma1l trafﬁc below
d1rectly contradlcts Mr ’s statement to 1nvest1gators .

o From: v, .. (Fr1st)
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Sent: Wednesday, April 09, 2003 3:27 pm *~
e . - (Judiciary)
~ Subject: anythlng

On what Fe1nste1n is dorng re: Owen Info on meetlng she has had Her Tps‘7[s1c]

From:

Sent: Wednesday, Apr11 09 2003 3: 40 PM »
To: , (Frist) :

Subjeet RE: anythlng |
‘ 'Th1s all I eould ﬁnd (most of 1t from _)

Mr. , asserted to 1nvest1gators that his conduct in accesslng Democratlc ﬁles was not
unauthorlzed and that it was appropriate to make these documents public because they were left
avallable to others by the Democrats. He does not beheve that he has committed any wrongdomg A
review of the e-mail traffic between Mr. ‘andMr. ', however, indicates that they aetlvely
- sought to keep what they were doing: from others and acted eovertly For example, in the e-mail -
exchange between the two set forth below i in March 2003 regarding a set of Republican documents

referred to as the “Amex bmder ”Mr.___ does instruct Mr. ___*to send documents to a third -
From s (Frlst) -
- Sent: Thursday, March 06, 2003 10:48 AM
" To: L, (Judlclary) , :

_ Subject_: AmEx . -
- Importance: High

FCan I ask you to undertake a drscreet mlssmn Mr should get a complete relpcate [slc]of the
Ame Ex binder. He needs to get up to speed W1th outr [s1e] best info as he bu11d [s1c] relatronshlps
with the press . - R ER T L .

Let me »know.how sOon.\:;assunring~ you accept, Mr.Phelps. :

From SR (Judlelary)

Sent: Thursday, Mareh 06, 2003 11: 09 AM
“To: = o (Frlst)

. Subject: Am Ex
- Importance: High

s

Of course I would be happy. to assist in this covert aetion.' The question is: exactly how much should I -
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provi_de? You know, we have loads on [sic] information.

From: | -~ (Frist) .

_ Sent: Saturday, March 08, 2003 3:50 PM -
' To: _ o (Jud1c1ary)

Subject: Am Ex
Importance High

: Whatever is in the brnder and whatever grves h1m asense of the facts in rebuttal to the recurrrng S
. themes ' R

~From: - ) (Judrcrary)
Subject: Follow up on previous e-mail
- Date: Fri, 07 March 2003 15: 20

o To: , . (Frist)-

As is the usual practrce, pleaSe don‘t- letanyone ‘he‘rel{n_ow' that 1 know al-l this.

On March 21, 2003, Mr. S e marled Mr n 1'69 :documents represented to be the ‘ZAm Ex”

- folder. o

- “Another example of Mr. takrng steps to protect others from ﬁndrng out that he had accessed o
Democratic files occurred when he left the Judrcrary Comm1ttee : :
From; ., (Jud1c1ary) N
SubJect Old Files . AL

- Date: Wednesday, March 5 2003 4:20 PM ,

SR To , : (Frlst) ' '

Itseems ' has removed your old file folders you dldn t want others to see- wh1ch is good
because people here have: started to access your old files. You should check the e-mail I just bee’d

~youonbecause  ~ and _asked for the Dear Colleague letter I had no cho1ce but to forward
it to'them. Good luck w1th everythrng' : , :

o Another example from earller that same date

" From: , i (Jud1c1ary) Y
Sent: Wednesday, March 5, 2003 2 42 PM

-~ To: , ~ (Frist)
- Subject: FILES »

~ You may need to e-mail separately (]ust bcc me on 1t) and 1nstruct him to permanently

- remove the personal confidential files from the system-contained in the folders named “Rose” and

- “Personal.” Everyone now has access to these files. I have already copies [sic] these onto my :
. computer as your backup Just 1n case If there i is anythrng else you need off of there before he. deletes o
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. : any more files, let me know and r ll get you taken care of But you should probably express your
~concern that you don’t want your private files available to everyone.and Just ask h1m to delete those ,
two folders i mon1tor the s1tuat1on and let you know what happens

Six mmutes later Mr. '~ e-mails Mr : i \ -

'/:g;":.'»From sy (Fr1st)
" Sent: Wednesday, March 05, 2003 2 48 PM

To: e (Jud1c1ary)
Subject Files

B . Please delete my personal ﬁles from the stored ﬁles They are in folders marked Personal and

o “Rose” and. “ﬁlhb”

responds =
< From: (Jud1c1ary) ‘
.. Sent: Wednesday, March 05, 2003 2 5l PM
‘TO Lo (Fr1st) ,
L J'ZSubJect RE: F1les
L No problem ] e Ve deleted them
- Mr advised 1nvest1gators that “Rose” ‘was the folder where Mr. | put the Democratlc i
documents that Mr. .e-mailed to him. A review of the contents of this folder confirmed it

~contained Democratic documents The e-mail exchange set forth above indicates that after Mr.

' left the Judiciary Committee the. System Administrator followed the Commlttee s usual practice and

~moved the documents from a former staff member’s. home directory into a folder in the shared -
directory. When this was discovered, Mr. ___ had the System Administrator délete the folder

- containing Democratic documents. In his last interview, Mr. _ - denied that he had. CVCI, e
- downloaded any of the Democratic documents from Democratic folders or Mr. ’s e-mails to

" him. Instead he stated that “Rose” contained possibly scanned. copies of Democratic files he received

o from Mr.  or notes he made about those documents The contents of “Rose contradlct Mr
. ’s statement
" After the Wall Street Joumal artrcle appeared on November 14 2003 and the documents were posted o
~ " on the public website, Mr. ~ ~  Chief of Staff to Majority Leader Frist, called Mr. .~ intohis ~
. office where Mr. -~ stated that he had accessed Democratic files i in the past but that he had not
 accessed anythmg since he had come to the MaJor1ty Leader s office. :
~* As outlined by the e- -mails set forth above, Mr.. - - contmued to receive Democrat1c documents i
fromMr.. after he left the Jud1c1ary Committee even though he was not able to access the files
. himself after he was taken off the Judiciary Committee’s computer network. Accordmg to Mr.... - R
"~ Mr. . during that meetmg said, “I made a mistake.” Mr. denies this. : e
In his final interview Mr. = mentioned for the ﬁrst t1me that a backup disc, made wh1le he was at |
- the MaJor1ty Leader’s office, ha had just come into his possession. He told investigators that a friend of

- his from outside the Senate had made a backup disc for him and had recently reminded hirn of that.

He declined to give 1nvest1gators the name of the friend. stating that he did not want to prolong this

investigation. He also refused to give investigators the names of his. Wh1te House legislative contacts S

_-for the same reason. The existence of this backup disc and the lost: file of Democratic documents
. leaves open the possibility:that Mr.. has Democratic documents in his possession.
: _IX Analys1s of Other Poss1ble Methods of Access to Documents from the Jud1c1ary Comnnttee
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Computer System v
- While it is clear to 1nvest1gators that the Democratlc documents drsclosed to the press in th1s case
: or1g1nated with Mr. ’s accessing the files of Democratic staff who had open permissions, the
- investigation revealed other possible theories of how these documents mlght have become public.
This section of the report addresses several of those theories and starting with the premise that the
- documents were, at least initially, taken from the computer system, presents several possrble methods -
through which access could have been galned This sectron of the report addresses some of Ethe
~ possible ways this might have occurred. }
- A. Hacking Into the System From the Outside
. The SAA employs a number of technical, management and operatronal controls at the boundarles of -
the Senate network. These controls are designed to: SRR
~ « Prevent unauthorized access to computers located inside the SAA
~+ Allow controlled remote access by authorized Senate employees and Vendors
~*Prevent interconnection between ofﬁces and :
. Detect anomalres which may. be mdrcatrve of potentral securlty events

. The controls are both preventlve and detect1ve in nature. Multrple technologres prov1de these controls
- “and they are deployed according to an overall “defense in depth” strategy A dragram of the Senate’s
- layered information security approach is attached at “N.” :
* - 'Some technical controls are monitored by network operatrons staff and s some are mon1tored by an
~outside information technology. security contractor. When potential security events are noted by either
.- party, SAA. staff is alerted. Despite not. detectlng any failure in these controls, the SAA perlodlcally
engages outside parties to evaluate their efficiency and effectrveness '
Remote access is provided only to authorized personnel upon request. Techmcal controls used for
* remote access include a two-factor authentication consisting of a time synch physical token (SecurID) .
- and a personal identification number. These tokens are issued to Senate office representatives, who
are then responsible for d1str1but1ng and tracking them within their offices. Remote users are routed to
 their office subnet only. These remote connections are also momtored by the SAA’s enterprrse -wide
- detective controls. When anomalous behavior is detected (such as when a remote user’s computer or .
laptop is believed to be infected with a virus or computer ‘worm), the SAA identifies the user ID
- attached to-the remote connection and notifies the proper System Administrator. ; : .
- The SAA hasnot encountered any incident where unauthorlzed access by an outside mtruder occurred‘ o
‘to a'Senate computer within its nétwork boundaries. = . ' . : '
B. PcAnywhere presented a security risk. : :
~ When the Committee’s servers were being 1maged for this mvestrgatron pcAnywhere started up on
- . ‘the Primary Domain Controller. This led investigators to‘question whether this software was in any
“way involved in giving: unauthorized users access to the Judiciary Committee network. o
. PcAnywhere is part of the standard SAA template installed on desktop. workstations and laptop '
-+ computers, primarily to allow the System Administrator, or thé SAA Help Desk, to access the
“machines for troubleshootmg purposes As part of the standard-installation, it is configured to requrre
the workstatron owner's eXpress permission each time a System Administrator, or the Help Desk -
" needs access. It is common to see pcAnywhere on a Senate user's workstation and the Judiciary - -
~ Committee did allow the SAA’s Help Desk to assist its staff by utilizing this appllcatron PcAnywhere
was most likely installed by the Committee’s System Administrator because the servers were
, delivered by the SAA without software and the SAA does not have any records mdlcatmg that it
~ subsequently installed the application.’,
The forensic explanation of why the pcAnywhere apphcat1on automat1cally started during i 1magmg of”
the Judiciary Committee server is. that it was most likely part of a start-up routine established by the
_ System Admmlstrator or.a process that was set to- start up ata spec1ﬁc t1me The appllcatron was
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i »runmng srlently in the background and was scheduled to be act1vated and beg1n “11sten1ng for» remote

~_connections at the time it started up.

Whlle it is not likely that pcAnywhere contr1buted to the dlsclosures in th1s case, the forens1c rev1ew
* " notes that it-did présent a vulnerab111ty for the'J ud1c1ary Committee network. The program requ1res
- strict rules for obvious security reasons and the app11cat10n on the. Jud1c1ary Committee server was

: "-:iuexpl1c1tly conﬁgured less secure and contrary to its producer s recommendations. Unfortunately,

L - because pcAnywhere did not log any user-or program 1nformat10n there was no way to determme 1f

,j-VC The Anthrax Incident in October 2001

“an unauthor1zed user attempted to break mto the SETVET,:

= Some of those who were 1nterv1ewed for th1s 1nvest1gat1on speculated that the 1nvolvement of the
- SAA durmg the anthrax incident in October 2001 may have resulted in the relaxation of security -

S controls for the Committee. Accord1ng to the ASAA- -CIO, the Jud1c1ary Commlttee computer. systems S

SE .-'were unaffected by the- Anthrax incident on October 15, 2001, During the temporary relocation of
v*?some Jud1c1ary Committee staff to the Postal Square Bu11d1ng from November 2001 through J anuary
2002, the SAA provided access to the Judiciary Committee network from Postal Square to 1
~*accommodate workstations that wete set up there for the use¢ of the Judiciary Committee staff. This "

1nvolved setting up-a separate subnet for the Committee’s workstat1ons in Postal Square and then . o '

~_giving that subnet access through the Senate network routers to the Jud1c1ary Committee subnet: The
- setup did not mclude ‘or require any. changes to the host- ‘based security on the Judiciary. Committee -

: . Servers. Anyone ‘who wanted to access.a resource on the: Jud1c1ary Committee. network st1ll had to log
x"”;{"_':on to the server with-a valid user'name and password and have the appropr1ate permissions.

* Tt is also important to note that the Nominations Unit, located at:this time in the Dirksen bulldmg, d1d
. notrequire relocation. Mr. . -worked at his same workstation- throughout the incident. . " °
e ‘.Add1t10nally, because the Commlttee S.Servers were. located in the Dirksen Bulldlng, the System RN
: »‘V}Admmlstrator still had phys1cal access to the server to perform whatever adm1n1strat1ve tasks needed
10 be done N : S . )

D, Poor Phys1cal Secur1ty/Computer Secur1ty Controls

o Throughout the course of this investigation; several systemlc flaws in both the phys1cal sec ur1ty and
_.computer secur1ty practices within the J ud1c1ary Commlttee were- identified as potential compromise . -
.. points for sensitive documents Wh1le the 1nvest1gat1on has revealed that these vulnerabilities did or "¢
- currently do exist, in no way did the 1nvest1gat1on reveal’ that they contributed to.the part1cular L
: :':‘eaccess1ng and comprom1se of the documents 'in this case. Nevertheless, this report will note the -
- _security deficiencies identified in interviews of current and former Jud1c1ary Comm1ttee staff to ..
. advise the Committee of potent1al vulnerab1l1t1es : e
,, _‘The Comm1ttee has never-had’ documented computer secur1ty rules Wh1le the Sergeant at Arms offers i
% training. and recommendat1ons to the Systems Administrators assigned to Senate offices, there is no:.

e ’n,"requlrement that a Systems Administrator abide by those recommendations, or attend training. -
-+ One of the consistent computer sécurity. problems identified was the issuance and ma1ntenance of

<passwords needed to access'the Judiciary Committee server. “Intérviews with numerous Commrttee
. staff members revealed that many of them were issued. predictable passwords that were identical to
i ‘their’ username. For example a staff member named John Doe would be 1ssued a username of -

" “JohnD,” and his password would also be “JohnD: The individual would never be prompted to

" change, or customize his password. Interviews. revealed that, while some staff members took it upon i SRR

-~ themselves to change their passwords many-did-not: (even as this inquiry was ongoing). In contrast,
y ""access to. the e-mail server set up by the SAA staff requires a more stringent alphanumerlc password
_“and the system forces the user to change his/her password after a preset number of days. .+
-~ Another common password weakness identified was the issuance of generic-and predlctable

L passwords for intetns, such as “intern1,” “intern2,” etc. F1nally, there seemed to bea pattern of staff

R v,members shar1ng passwords An adm1n1strat1ve assistant for one subcomm1ttee kept a list of user:
~+ -hames and passwords for all staff members who worked for one Senator Other staff members sa1d
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v that they would sometimes share their passwords w1th co-workers for various reasons, wh11e others
indicated that they would leave their passwords on, or near their workstation. :
~Another common computer security flaw identified was staff members not logging off the Jud1c1ary
.- Committee server, or not turning off their computers when leaving their workstations. The majority of -
~ staff members interviewed said they did not regularly turn-off their computers upon leaving their
workstations, including when they left work at the end of the day. This is particularly ‘problematllc S
. because, unlike' many current system configurations, the Judiciary Committee server does not-
- automatically log a user off the system after a predetermined period of inactivity.:
When this investigation commenced the Cornmittee did not have an up-to-date list of wh1ch staff
- members had access to the network through remote access via SecurelD. SAA records indicated. the k
-~ Committee had 16 active remote access cards, but the SAA does not track the names of individuals -
" within the Committee who are given the cards. When this investigation began, the Committee’s
. System Administrator was unable to account for all of the active remote access cards. While thisis a
. potential Vulnerab1l1ty, users with remote access still need a valid username and password to access
~ the network so it 1s un11kely the lack of mventory control contr1buted to access by an unauthor1zed
" person. . _
~ Another security Vulnerab1l1ty 1dent1ﬁed was that upon leavmg for other _]ObS staff membcrs would
~ sometimes download several, if not all, of their files onto compact discs, or other types of storage
" media. At least one of the authors of the’ comprom1sed memoranda posted on the internet in this case
~ had done 50, although the author sa1d the compact d1sc conta1n1ng the questioned files was accounted
for. : : .
-~ Several vulnerab1l1t1es were also 1dent1ﬁed in terms of phys1cal secur1ty of documents within the
~ Judiciary Committee offices. Interviews revealed that most offices did not have a system for
- disposing of sensitive documents. Most documents (draft copies of memos, etc.) were just thrown in
- the regular trash. Other than classified material such as FBI files, no distinction was made in the
. sensitivity of other documents. There was no regular practice of using locking waste bins, burn bags,
shredders, or any other devices to enhance operational security: In fact, many of those interviewed
. indicated that sensitive documents were regularly left out on desks. Add1t1ona11y, several staff
. reported that office doors were left unlocked at mght :
- X. Recommendations for-the Future L ’ :
Al Referral for Sanctions : : : :
Upon receipt and review of this report the Comm1ttee w1ll have before 1t dec1s1ons to: make about.
whether to refer individuals identified in this report for drsc1pl1nary, or criminal sanctions. The

" Chairman’s letter authorizing'the Sergeant at Arms to conduct this 1nvest1gat1on requested only fact-

finding and it is beyond the scope of this report to recommend any part1cu1ar sanction for individuals
_identified in this report as having access to Democratic files. However, it is clear that one of the
considerations before the Committee is what steps should be taken next. The Chairman and Senator
Leahy have specifically asked whether a crime has been committed. Accordingly, this section of the -
- report will address the criteria for possible referrals for disciplinary action and for criminal =~ ©
- prosecution to the Department of Justice. It should be noted that any referral to a non-Senate entity -
* whether made by an individual, the Committee, or the Senate - could be problematic if that outside
entity decides to conduct further investigation, or 1nqu1ry in a manner deemed 1nappropr1ate by
Members. : .
1. Possible Ethics Comm1ttee Referral . ‘
Rule 29.5 of the Standing Rules of the Senate prov1des : : : :
Any Senator, officer, or employee of the Senate who shall disclose the secret or conﬁdent1a1 busmess
or proceedings of the Senate, including the business and proceedings of the committees,
subcommiittees and offices of the Senate shall be liable, if a Senator, to suffer expulsion from the
~ bodyj; and if an officer or employee to dlsmlssal from the service of the Senate, and-to pumshment for
: contempt ' : : oA :
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When th1s Rule was amended in 1992 by Sen Res 363 to 1nclude the protectlon of busme S8 of
. committees, Senator Mitchell outlined the reasons why the protections afforded confidential business;
or proceedings of the Senate should be expanded to cover comm1ttees subcomm1ttees and ofﬁces »
He stated:
...candid discussions among Members depend upon a trust that is based in part ona w1llmgness of all
. Members to abide by the practices of the Senate. Those practices place respons1b1l1ty for certain’
decisions, such as the decision whether to release confidential information, in the hands of the Senate
" as awhole, orin committees of the Senate; rather than in individual Senators. The unilateral decision
" 'by a Member or ‘employee to release conﬁdentlal committee - information is 1ncons1stent with the
“Senate’s practice of making such dec1srons openly and collectively. Arrogation of this respons1b111ty
" by individuals can destroy mutual trust among Members and be harmful to the 1nst1tutlon :

R Congress1onal Record, October8 1992 p- 17836

S The leg1slat1ve h1story of th1s amendment also explams that while the Select Comm1ttee on Eth1cs
would have jurisdiction to cons1der an allegatlon of Rule 29.5, “[almost always, quest1ons about leaks ;
8 ’should be addressed first by Members or committees or ofﬁces themselves.” Id. :

The Select Committee on Ethics also investigates unethical and improper conduct which may reflect .
‘upon the Senate, even though that conduct does not violate a- written law, Senate rule; or re gulatlon S.
-Res. 338, 88th Cong., 2d. Sess. ( 1964) as-amended by S. Res. 110, 95th. Cong.; 1st Sess. (1977).
~The Ethics Committee procedures may provide the Judiciary Committee with an avenue for

* determining whether a criminal refetral to the Justice Department is appropriate. While it would not -

- be able to exercise jurisdiction over former Senate employees, it may be w1111ng to con51der rev1ew1ng~
‘the report of this investigation for poss1ble criminal referral ‘ :

+ 2. State Bar Attorney Disciplinary Boards :

~Model Rule 8.4 of the American Bar Association’s Model Rules of Profess1onal Conduct states that it

- is professional misconduct for a lawyer to, among other things, ¢ ‘(c) engage in conduct mvolvmg '

dishonesty, fraud, deceit, or misrepresentation.” The comments to this Rule are instructive:

"~ (2)...a lawyer should be professionally answerable only for offenses that indicate lack of th ose

. characteristics relevant to law practice. Offenses involving violence, dishonesty, breach of trust or -
o serlous mterference w1th the admmlstratlon of Just1ce are in that category : -

o Thrs 1nvest1gat1on did not 1dent1fy the states where any of the attomeys interviewed are 11Ccnsed to
" practice law. The Committee may decide to refer attorneys subject to a rule similar to 8.4 to the - _
. attorney disciplinary boards where they are licensed to practice law. One significant note of caution in -

* considering type of referral is that it may open doors to state disciplinary boards asserting jurisdiction

~over Senate attorneys where in the past they have not. Additionally, the Committee would be , '

' expected to cooperate in any subsequent 1nvest1gat10n the detalls and avenues of which may be '
beyond what it originally’ ant1c1pated » '

3. The Justice Department - .

If the Committee were to refer th1s report to the Just1ce Department prosecutlon m1ght be cons1dered
" under the Computer Fraud and Abuse Act. The prov1s1on of this law most likely to apply in this.case
18 18 U.S.C. section lO30(a)(2)(B) It prov1des : :

- (a) Whoever- -~ . :
- (2) intentionally accesses a computer w1thout authorlzatron or exceeds authorrzed access and thereby
- obtains - : ’ D : f
(B) information from any department or agency of the Unlted States '
L shall be punlshed under subsectlon (c)of th1s sectlon ' e

- For pu;rposesof 1,8 U.S.C. sectron 10‘30:.' -
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o e the term exceeds unauthor1zed access” means to access a computer’wrth authorrzatron and’ to use- o _
. suchaccess to obtain or alter 1nformat1on in the computer that the access-et is not ent1tled 30 to obta1n L
= ':or alter 18 U. S C sect1on 1030(e)(6) e - SR SR T SR

_ - the term “department of the Un1ted States” means the legrslatrve or Judrcral branch of thc
R Government, or one of the executive: departments enumerated in sectron 101 of t1t1e 3 18 U S C
sectron 1030(e)(7) ' S i P S S

o ff,_When Congress amended 18 U S C sect1on 1030 in: 1996 by add1ng sect1on (a)(2)(B) 1t meant to

'b_gfaddress a‘gap in the law’s coverage ‘The 1eg1s1at1ve hrstory states: S i
o ":"-The second’gap is the significant. limitation on the privacy- protect1on g1ven to 1nformat1on held on

"~ Federal Government computers:: Specrﬁcally, the proh1b1t10n on1y applles to outsiders who gain . i el
A *unauthorrzed access to Federal Government computers; andnot'to Government employees who abuse et

T '.the1r computer access pr1v1leges to obtain Government information that may be sens1t1ve and 5

ERa conﬁdentral Senate Report 104 357 104th Cong 2d Sess August 27, 1996 - 4

The 1eg1slat1ve h1story also 1ndlcates that sectlon (2)(B) was meant to cover govemment employees
who “obtain information” by merely read1ng it Id: L S
18 U.S. C. section 1030(a)(2)(B) isda m1sdemeanor punrshable by a ﬁne and/or not more than one. year S
imprisonment. A referral to'the Department of Justice could bé'made by either contacting the United 7+~
States Attorneys’ office for the District of Columbia or the Criminal Division’s Computer Crimes and: - :
Intellectual Property Section. A. prosecut1on under this section could result in litigation involving the -
article I, section 6 of the Constitution (speech and debate) the First Amendment (freedom of the. press 5
, _1ssues) the Fourth Amendment (issues’ relat1ng to the:search of computer records), and the definition- -
v of ! ‘unauthorized access’ under the: statute. And, while a cr1m1nal investigation could commence upon SRR
e referral to the Department of Justrce a Senate. Resolutlon would be needed to 1ntroduce documents or ST
b -_.testrmony into a Grand Jury or at trial; See Senate. Rule ll v ST
..~ In'informal br1eﬁngs prior to the issuance of this report; Comm1ttec Members asked about the e
: ”:possrb111ty of pursuing a false statement case against Mr;- . for berng untruthful w1th
““investigators. The relevant statute, 18 U.S.C. sect1on\. 001, prov prov1des : ;
" (A) Exceptas otherwise prov1ded in this section, whoever in any- matter w1th1n the Jur1sd1ct1on of the :
- executive, leg1slat1ve or Jud1c1al branch of the Govemment of the Un1ted States know1neg and B
e Wlllfully e - , R I k ( .

e (2) makes any false ﬁct1t1ous or fraudulent statement or. representatlon
o shall be ﬁned under th1s t1tle or 1mpr1soned not more than 5 years ‘or both

A The statue specrﬁcally addresses false statements in the context of 1eg1slat1ve 1nvest1gatlons
- (C) With respect to any matter w1th1n the Jur1sd1ct1on of the 1eg1slat1ve branch, subsect1on (a) shall
~_applyonlyto=~- ‘
(2)any 1nvest1gatron or review, conducted pursuant to the author1ty of any comm1ttee subcommrttee
:comm1ss1on or ofﬁce of the Congress consrstent w1th apphcable rules of the House or Senate

: : Members have also 1nqu1red about whether persons who recerved cop1es of the. Democratlc SRR e
" documents violated the law by rece1v1ng stolen property The relevant statute under wh1ch prosecut1on e

. :m1ght be considered prov1des e

-~ Whoever embezzles, steals, purlo1ns or know1neg converts to h1s use or. the use of another or C

N without authority, sells, conveys or d1sposes of any: record _voucher money, or th1ng of value of the e

R Unrted States or of any department or agency thereof or [ . i : :

- hitp/fjudiciary.senate.gov/print testimony.cfm?id=1085&wit id=3088. . 4]27/2004




S Whoever receives, conceals or retams the same w1th intent to convert it to h1s use or ga1n know1ng it
“to have been embezzled stolen purlomed or converted - ’ — :

E Shall be ﬁned under th1s title or 1mpr1soned not. more. than ten years or both but if the value of such
- property does not exceed the sum of $1000, he shall be ﬁned under this title or 1mprlsoned not more
~ than one year or both 18 U. S C section 641 ' : -

In add1t10n to the statutes set forth above a referral for prosecutlon may raise issues of whether any
laws of the District of Columbia were violated in this matter. While this report does not intend to
_present an exhaustive cons1deratlon of all possibly appllcable criminal statutes, the District’s
.- prohibition against taking property w1thout r1ght 1s another statute that local prosecutors m1ght
~“consider. It provides: C
. A person commits the offense of taklng property without rlght if that person takes and carries away
_ .. the property of another without right to'do so. A person convicted of taking property without right
" shall be ﬁned not more than $300 or 1mpr1soned not qmore than 90 days or both DCST 22’ 3216 .
"(1981) o ‘ L

B A prosecutlon under a District of Columb1a orany federal statute would 1mp11cate many of the same
- issues outlined above as likely to be presented by a prosecution under 18 U.S.C: section 1030. In k' ,
- ~deciding whether to pursue a prosecutlon arising from the facts of this investigation, prosecutors will
apply the usual standard of review in considering whether to pursue or decline the case: whether there
~ 1is evidence of a prima facie case and a reasonable probability of conviction, i.e; whether the
.- admissible evidence will probably be sufficient to obtain and sustain a conviction. Other
considerations influencing prosecution include whether there is a substantial federal interest affected
-and if there exists an adequate noncr1m1nal alternat1ve to prosecutlon Un1ted States Attorney '
‘Manual, section 9-27.220. . :
~ B.Immediate Steps to Enhance Computer Secur1ty for the Commlttee
- V'“Separate servers were provided to the Judiciary Committee’ during the pendency of this 1nvest1gatlon

-~ The Committee now has two System Administrators - one for the Republican staff and one for the -

~ Democratic staff. This will eliminate any.concern that users’ files have open perm1ss1ons allowmg
.. “those of the other party to view their documents. It does not, however ensure that permissions are set
. properly to secure users” home directories from the view of other users on the same server, or that -~
other vulnerabilities addressed in this report will not recur. To ensure the future security of the.
Committee’s computer system, the SAA recommends addltronal tra1n1ng, enhanced securlty practlces e
: and a complete, prospective security aud1t . B
‘- The Committee leadersh1p should require that its System Adm1n1strators enroll in additional tra1n1ng
- programs with an emphasis on security policies. This training is provided on a regular basis by the.
. Senate’s Joint Office of Education and Training Office. Additionally, the Committee should require
~ -~ mandatory and recurring user training also with an emphasis on security policies and best practices.
- Users generally did not understand the difference between their home directories, shared folders, and
 their local hard drives, how to protect their passwords, or the importance-of not leaving their computer :
runmng when away from their desks. This training could be provided by the System Administrator’s
or through the Joint Office of Education and Training. The Committee should also consider -
incorporating ethics training into an orientation program for new employees to ensure they understand .
* the Senate’s expectations for ethical conduct that meets the highest professional standards.’
There are several security pract1ces that should be 1mp1emented by the Comm1ttee 1mmed1ately ifi 1t
“has not already done so: : : -
-+ Review permissions setting to ensure proper restrlctlons
e Establlsh and enforce strict password policies;
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- e Ensure that operating system logs are captur1ng the requ1red secur1ty 1nformatlon ’
-+ Start a Security Awareness Campalgn to educate users;and - : ‘ ‘
"Develop-a track1ng system for 1nventory of hardware remote access. cards and other computer-related
; assets : B . B ,

- »Regardless of the efforts of the Commlttee to enhance secur1ty since the beg1nn1ng of this
‘investigation, the SAA strongly recommends a prospect1ve audit of the network by a party outside of -
the Committee. The audit would be focused on security and compromise protection. It will provide an

- -assessment of the efficiency and effectiveness of current ‘physical'and logical controls over the
computerlzed information systems and recommendatlons for improvement. The SAA believes this -
_proactive review is necessary for the Committee to maintain a consistently: available network with
S ’efflc1ency and security in mind. The audit could be: conducted by the SAA, the General Ac count1ng
_Office, or a private contractor. On February 20, 2004, the Chairman and Rankmg Member sent a letter B
to the General Accounting Office to commence: this important audit. »
~C. Measures to Enhance the Security of Computer Networks Senate Wide :
- Itis incumbent upon the SAA to take all steps necessary to ensure. that the vulnerab111t1es 1dent1f1ed

- during this review of the Judiciary Committee do not exist elsewhere among the Senate offices. As a'

- .result of the lessons learned durmg th1s 1nvest1gatlon the SAA w1ll ask the leadershlp of the Senate to

« consider the following:- : : - -
"« Establishment of a techmcal SklllS assessment and certlﬁcatlon program for current System
Admlnlstrators . :

_+ A continuing technical educatlon requlrement for System Admlmstrators ' »
-« Minimal quallﬁcatlon standards for new: System Administrators A ‘Computer Securlty Best Practlces
-+ Manual for the Senate developed by the Sergeant at Arms in conJunctlon w1th the Commlttee on ..
"~ "'Rules and Administration o e

- -« Mandatory Ethics and Profess1onal Respons1b111ty tra1n1ng for all new. employees

e Mandatory Computer Secur1ty Tra1n1ng for all new employees :

XII' ConcluSion :

i This 1nvest1gatlon depended ent1rely on the voluntary cooperatlon of those Who were asked to be
_ " interviewed. While investigators followed leads and interviewed many individuals as a result of
learning their names during interviews, it remains possible that there are other current or former
members of the Senate community who have knowledge of the open nature of the Judicary
~ Committee computer system who have not come forward or been identified: ‘This was evidenced most :
' 'recently in press. reports on March 2, 2003 ‘when a former Grassley 1ntern Was reported to have
to 1nvest1gators when they asked for all employees (pa1d 1ntems and deta1lees) who worked for the - .
+Committee from June 2002 to the present. There are likely to be other 1nd1v1duals who hadl access to PRt
- the Committee’s computer system whose were not provided to. investigators. .
The tremendous amount of computer data in this case also leaves open the poss1b111ty that addltlonal
~evidence could be discovered by investing substantlally more time and money in analyzmg 1nd1v1dual
workstat1ons print logs and e- malls BRSPS : L - 3
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commoniv imagined. Starr was certal iy sincers m v é‘tm)rts
To assen nbic a staft w hose 1 range of experience could approxi--
mate that of the Jusme Lc partment, and he hired many re-
'spected career prosecutors who could reasonably be expected
to advance that goal. Indeed, the Ju tice Department itself '
would have been proud to have done much of their work, -
particularly the prosecution of Arkansas Lrow:m(,r Jim Guy'
Tucl\er and the Clintons” former bUSII’ILSS partners, Iamcs
and Susan McDougal. L nlike Fiske, however, Starr alsg
broﬁg’ht in people who pushed the investigation toward a -
more open-ended inquest. The most nnpnr ant of these hlres
was W. Hickman meg Jr. - : .
Ewing became, over the course of the Starr mvestlgatlon
a partlcular target of Starr’s critics. T “his was partly because
“he was a central-casting stereotype of a prosecutor working
for Starr: born-again Christian, conservative, and displaying a
charming — if someéwhat alarming — candor in acknowl edgmg
that he was not approadnng the investigation with a presump-
‘tion that the Clintons were innocent of wrongdoing. “After
vou've been doing this kind of work for ten, fifteen, twenty
~vears,” writer Jeffrey Toobin quotes him as saying, “it doesn’t
take too long to determine whether somebody has committed
“acrime. You draw your prehmmarv conclusions, and then you
shut this down or you proceed. We proceeded.” For leton 5
defenders, Ewmcr came to embody the culture-war dimension -
“of the fight the White House was waging against Starr’s ofﬁce
White House aide Sidney Blumenthal-once called him a “re-
‘ligious fanatic” —a remark for which he later had to apolo-
'gue.lo For many of Starr’s foes, Ewing swnbomed Starr’s in-
“ner redneck; appropriately nicknamed “Hick,” he was the
unpolished zealot beneath Starr’s own presentable exterior.
~ More interesting than the fire it drew from Clinton’s de-
| fenders, Ewmgs approach as Starr’s deputy in Little ROCL was
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highly controversial within Starr’ office itself. Ex-staffers de-
scribed him to me with radically differing levels of sympathy,
and some even suspected him of political motivation. Several
of Starr’s staff reported feeling anxious about the scope and
aggressiveness of his approach. Still others defended him
strongly. In almost all of the descriptions, however, certain

‘common themes emerged. Ewing, his former colleagues said,
did not believe in focusing investigations narrowly on specific
criminal allegations but in casting a wide net and keeping
investigations open. As former Starr prosecutor Brett Kava-
naugh described it, Ewing had learned “from long expe’riencbe
that you had cases where things just turn up if you keep at it
long enough.”!* John Bates, who served as Starr’s Washington.

- deputy, added that Ewing’s approach was to “look broadly, to
keep things open, to look for the interconnected aspects, to
keep one thing open beyond what the facts would warrant
‘because of the possibility that it might interconnect” with |
another allegation.!? Another former Starr. prosecutor sum-
marized Ewing’s philosophy a touch less generously: “Every-.
one’s guilty until proven innocent. In order to maintain pres-
“sure, never close anything until the last day” on which a case
could be brought. Noted this source with evident disgust,
| Ewmg who played football in high school and had planned
to be a coach like his father — “used to draw football diagrams
on the wall with everyone close to the Clintons as layers of
defenses.”!? | v .
© Simply dlsmlssmg Ewing as a Clinton hater is probablv -
too simplistic. Both Bates and Kavanaugh, for example, dis-
puted the contention that Ewing’s approach flowed out of ha-
tred of the president. Bates described Ewing’s hard-charging

~style as “his fundamental perspective as a prosecutor. i
Ewing, unsurprisingly, denied that he began the probe with -
animus toward the president, though he acknowledged that
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relevant to Mr. Foster’s_ state of mind,” Bond wrote. “If we are
. to believe Special Counsel Fiske, VVhitewater issues were not
- a significant factor in Mr Foster’s sulude The 5pec1al coun-.
sel’s report, however raises swmﬁcant questions regarding
this issue.”*? - ' :
To Starr who took over the probe as the debate over the
' Fiske report was raging, that questions had arisen about the
" su1c1de was alone enough to justify reopening the matter.
- Starr took up the Foster death both because he felt obliged to
~address every issue Fiske had examnined and because, in his
~ judgment, the attacks on thé Fiske report demanded a re-
- -sponse. Starr described the Fiske report respectfully, saying
. that it “well stated a conclusion and a process.” On reading
“the report, he said, “I talked to Rod[erick] Lankler, the princi-
pal author-of the report, . .and I'was satisfied thatit had been
~ doneina professrona] way. 744 Starr also noted, however, that
Fiske’s - report “did not go through an elaborate, deeply de-
tailed, fact-based, rlgorous analysis.”** Criticisms of the re-
port, Co_n_sequ(andy, “were cascading in, . . . extraordinarily
“direct assaults on it.” Tt is worth stressing that Starr himself
" Was never conspiracy-minded about Foster’s death. He said
“he had “no reason to doubt [Fiske’s] u ultimate conclusron.’ 6
‘He described the furor that followed its release, moreover,
as conlpt)sed of “all kinds of outlandish, unfounded allega-
- tions.™" Kavanaugh, the prosecutor responsrhle for actually
- conducting much of the Foster investigation under Starr , said
~he “tried to keep an open mind” about how Fo%er died, but he‘~ ‘
saw the probe’s erpose 2s “ruling out a crime.” The bottom
line, he said, is that “you have a dead person with a gun in his
.}-’_hand and a wound in his head. You have a presumption thatit
Is a suicide but you're looking at it as though it could be

_ g'somethmg else.”* Fwing, who also participated in the in-

; Vest*g.arr(,rx likewise said he was convinced “prettv early on™
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- that Foster killed himself.* Had Starr been trying to prove a
murder, he presumably would have shown more tolerance for
the work of Miquel Rodriguez; a civil rights prosecutorin the
office who, as Starr put it, “just was convinced thatj(some‘thing
had, in fact happened.” Rodriguez whose hiring Starr de-
scribed as “an unfortunate start” to the Foster Investiga-
tion, found no svmpathy, however. After he insinuated to a
grand jury that one of the Park Police ofﬁcers may have been
involved in Foster’s death, then—Washington deputy Mark
‘Tuohey III quickly reined him'in and Rodrlguez left the office
shortly thereafter." . .

But if consplracv mongering was not dr1v1ng the Foster |
death investigation, neither was any ‘prosecutorial instinet,
Starr believed he had t to settle the outstanding historical ques-
tions for the sake of posterity, however unhkely those ques-
tions were to result in criminal prosecutions. In his view, pub-
“lic doubts about the suicide were “corrosive” in the face of

“the potential historical significance of the death of an indi-
vidual so close to the president and first lady, an event he saw -
as the “most significant death in office since that of [Truman
administration Defense] Secretary Iames Forrestal.”s! Be- -
cause of the seriousness of the matter and the “withering scru- -
tiny” he knew his own work would face, Starr believed that he
“had to have this absolutely air-tight.” His role, he believed,
“was [to] put this to rest to the fullest extent possible.” He:
regarded this role, which he likened to.that of the Warren
Commission’s investigation of John F. Kennedys assassina-
tion, as “very important for the well-being of the country” and
flowing out of “the uniqueness of the independent counsel,
who is sort of a blue-ribbon grand jury kind of person who
issues reports on issues of public moment.”*?

John Bates, the Washington deputy who oversaw the lat-
ter part of the Foster death probe, acknowledged that the
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decision to use the inquiry to settle historical questions made
1t exeeptionally difficult to close. “A reasonable decision was
made that it had to be reexplored. There were some forensic
| questlons that really required some 1ndependent examination
by this 1ndependent counsel,” Bates told me. The persistence
of -conspiracy theorizing among “the fringe elements con- -
-vinced [Starr] that he had to issue a thorough, exhaustive re-
“port that would settle the questions.” Starr, he said, “realized
that this was not the traditional role of a prosecutor, as did
_some of us in the office, and we were frustrated that the case
- put us in that position.” Starr, however, “felt that it was in-
_cumbent upon him to come out with a thorough and disposi-
‘tive report.”* As such, said Kavanaugh, speed was not the
priority that it had been for Fiske. Starr’s. “goals in the inves- -
~ tigation were to not worry about carping that this was taking
too long but to produce somethmg we could be proud of ten,
twenty years later. To do that, he felt we had to take all steps
~within reason.”* .
“All steps within reason” took nearly three years By the
autumn of 1995, Kavanaugh said, the office had conducted a
- much broader set of interviews than Fiske had done, includ-
~ing interviews with Foster’s children and his mother. At that

~point, he and Tuohey assessed their progress and gave Starr a

status report. Starr, however, “was still not satisfied in terms of
going the extra mile,” Kavanaugh recalled. In response, they
went back and conducted an ultra- thorough search of Fort
| Marcy Park for the bullet that killed Foster (whlch they never
found). They did carpet-fiber tests, and the office brought in
its own outside forensic specialist.s Ewing recounted that

Starr even went so far as to suggest, on the advice of the late
~ Republican Representative Steve Schiff, that he interview
Foster conspiracy theorists Christopher Ruddy, Ambrose
- Evans-Pritchard, and Reed Irvine.3 This led to what Ewing -
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plovment near the end of 1996. According to jehn Bates,
Dubelier’s memo 1‘eprcsented a “close-to-final” write-u ip of
the matter."’* Yet the office proved unable to finish the iives-
tigation for years to come. "

Various factors kept the investigation alive. An entire
appendix of Ray’s report is devoted to White House non-
cooperation with the mvcbtlgamon.l"“ But this does not suffice
- to explain the additional three vears. According to Bates, the
Travel Office matter was kept open, in part, because other
matters pending before the office related to the first lady’s
truthfulness under oath, matters including Whitewater, the
disappearance of the billing records, and the handling of ma-
terials from Foster’s office. It was, he said, “difficult for {Starr]
to close out the Travel Office when these other things were
still open.” The issues were “to some extent interrelated
“[and] involv[ed] the same high-level person.” The “major ex-
planation” for the delay, Bates said, is that this reluctance on
Starr’s part lengthened even further the office’s “thorough and
lengthy process” of vetting the Dubelier memorandum. Bates
suggested that the slowness was less the mark of the truth
commission instinct than the result of “certain inefficiencies”
combined with “a laudable care” on Starr’s part for getting
things right. Starr, he said, “is a very careful person in every
respect, including his conduct as a prosecutor.”!?¢

This analysis certainly tells a significant component of the -
story. When Dubelier left, the work was picked up by other
prosecutors — Solomon Wisenberg, in particular —who felt
they had to satisfy themselves that his analysis held water.
Some of the delay resulted less from the need to get at some
deeper level of truth than from the need for new people to get
~up to speed and become sutficiently familiar with the case to
make their own judgments about its merits. leen the stakes
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in a high-profile investigation of the first lady, the impulse to
be thorough, even within a traditional prosecutorial frame-

work, is understandable. However strong Dubelier’s work

* may have been —and it was uniformly admired among the

Starr prosecutors I spoke with —it may ask too much to ex-
pect that those prosecutors who inherited Dubelier’s memo-

randum would simply have adopted his conclusions as their =

own. Particularly since the memo suggested that no cases be -
brought in a matter that the office had previously regarded as
potentially leading to Mrs. Clinton’s indictment, there was a
strong impulse to reassess the evidence carefully to determine

its amenability to a different reading. :
The impulse to prosecutorial thoroughness, however, ex-

plains only so much, and Bates conceded that Starr’s truth-

seeking instinct was evident in aspects of the delay as well.
During the investigation, he recalled, “substant‘ial"i’ssues”
arose as to the veracity of “some witnesses.” Bates said there
were different perspectives within the office regarding how

-~ serious a problem this was: “Some might feel that a prosecutor

has to stand up for the prosecutorial process and that people
should be prosecuted for lies to the investigation. Others say
that you can’t have an investigation without people lymg
Starr, Bates said, “was very concerned about [lies to the inves-
tigation] and he took that very seriously.”!37 Starr’s view, ac-
cording to Kavanaugh, was that “it was within [his] mandate
and he was offended by lying and perjury. Some prosecutors
might be more instrumental regarding the little fish.”!3 An-
other prosecutor in the office put it more bluntly: “A lot of
people were not telling the truth, and that drove Starr out
of his mind.”"3® The office, therefore, ended up spending
a fair bit of energy considering whether or not to prose-
cute ancillary figures in the case, even though their purported
misstatements had little bearing on the underlying case, or

3
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lack thereof, against V\’atkms or Hillary C Jinton. Onee ¢ again,
Starr’s focus on truth caused him to fixate on the interaction of
witnesses with the investigation, even at the expense of Iesolv
ing the big questions in a timely fashion. |
The Travel Office investigation bore another, more pub-h
lic, signature of the truth commission: the decision to lltlgate :
all the way to the Supreme Court the question of whether the’
attorney-client privilege survives the death of the client. Fos-
ter had, shortly before killing himself, met with a lawyer’
named James Hamilton concerning the various investigations
of the Travel Office firings, in which Foster had been involved.
In the course of the meeting, Starr’s office later learned, Ham-
-1lton had taken three pages of notes. Starr’s interest in these
notes originally grew not out of the Travel Office case but out
~ of his investigation of how Foster’s office and papers were
handled after his death.!* Indeed, the grand jury subpoena for
the notes was issued in December 1995, weeks before the
atkins memorandum was finally delivered.'*! Yet the notes
understandably acquired a certain importance once Starr had
assumed jurisdiction over the Travel Office. To be sure, inves-
tigators did not know what those notes said, though they de-
veloped “several hypotheses,” according to Kavanaugh, who
argued the Supreme Court case.'# Moreover, any evidence
they contained would almost surely have been deemed inad-
‘missible hearsay. The notes nonetheless presented a body of
“evidence, albeit a small one, that Starr believed he should not
ignore. After all, if a depressed Foster were going to reveal that
he had been covering up Hillary Clinton’s having given a di-
rect order to fire the Travel Office employees, his prospective
lawyer was an obvious person to tell. The office was also aware
that Foster had been, in his final days, deeply anxious about the
Travel Office matter. The notes were, therefore, legitimately
~ tantalizing. Making them all the more tantalizing was the fact
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f Here are the artlcles 1 found Most of them are from the Wash/ngton

Post and speak very highly of Kegan. ‘She is mentioned most often in
connection with the Estrada nomination as an example of a Republican
failure to confirm Clinton’s nominees. There were also quite a few:
“articles announcing her appomtment as dean of Harvard Law. I did not
include these because they essentlally Just short news blurbs.

- Tim

Michael J. Gerhardt. The Washington Post, Washington, D.C.; Mar 2, 2003, pg. B.01

Copyright The Washington Post Company Mar 2,2003 . - o ' :

- "I do not know Miguel Estrada. Nor do Democratic senators. Many were confounded when President’
George W. Bush first nominated Estrada in May 2001 to the nation's second-most powerful court, the
U.S. Court of Appeals for the District of Columbia Circuit. Estrada, nominated at the tender age of 39,
had practiced law for less than a decade. At his confirmations hearings, he said little about his judicial
philosophy. After his appointment languished in the Democratic-controlied Senate-and Bush
renominated him this year, Estrada appeared again before the Judiciary Committee and falled to dispel

. the mystery surrounding his V|ews .

Estrada has been singled out by Senate Democrats, who-are filibustering to block a vote on his
nomination. Yet in other respects, Estrada is not unique: Like many of Bush's other appellate court
nominees, he is relatively young. Like many of these younger nominees; he has left virtually no paper
trall maklng it difficult to attack his record in conflrmatlon hearlngs ‘

Statistics show the growing |mportance of younger nominees in the selection of 1udges for the natnon S
federal courts of appeal. In the modern era, the average age: of a circuit court nominee at the time of -

- confirmation has gone from a high of 55.9 years under President Dwight D. Eisenhower to a‘lowof
48.7 years under the first President Bush. The average age of President George W. Bush's confirmed

. circuit court nominees was 50.5 during the 107th. Congress, but his more recent choices show that he
wants to follow his father's example. His circuit court nominees include not only Estrada, but Jeffrey S.
Sutton (40 when first nominated. to the U.S. Court of Appeals for the Sixth Circuit), Steve Colloton (39
when nominated to the Elghth Circuit) and Priscilla Owen (46 when first nominated to the Flfth Circuit).
The average age of the nominees. awaiting confirmation to appellate. seats is 50.1."

_ Relative youth is-not the only vu_tue the Bushv»admlnlstratlon is seeklng in its nominees. The people
- counseling Bush on judicial appointments are convinced that his father erred in appointing some

" - judges, notably David Souter, who has become a reliable vote for the Supreme Court's moderate wing

and cast a pivotal vote for reaffirming Roe v. Wade. Consequently, Bush's counselors conduct
extensive interviews with prospective nominees about their judicial philosophies. Many of the
nominees have been active members of the Federalist Society, established in the early 1980s to
organize, cultivate and sharpen conservat:ve thinking about the Constitution. Activity within the *. .
Federalist Society constitutes important -- and sometlmes the only - ewdence of a young '
conservative's ideological commltment '

Armed with that com‘mltment; a young Judge;might_ helo Bush establish'a conservative legacy thélt
could outlast his presidency by decades. Yet with'Republicans now in control of the Senate, judicial




L,‘ nominees have no |ncent|ve to test|fy openIy about the|r V|ews before the Jud|c|ary Commlttee

, ’-Democrats have seen other nomlnees dlsplay retlcence in taIk|ng about judicial ldeology, such as
- dunng the Supreme Court confirmation hearings for staunch conservatives Antonin Scalia and .
" Clarence Thomas. Since Bush mentioned during the 2000 presxdentlal campaign that Scalia and
- Thomas would be his models if he were to-appoint a Supreme Court justice,.Democrats worry that
‘Estrada, and many of his fellow nominees, would share the hostility those justices have shown toward
* abortion rights, affi rmatlve act|on str|ct separatlon of church and state,-and broad federat power to
regulate the economy . TRRTEE : .

: Democrats have cried fouI accusnng the adm|n|strat|on and Repubhcan Iawmakers of pursu|ng an
" ideological agenda that they never.openly defend. Republlcans have pointed to Estrada'’s sterling
~ resume and accused Democrats of making the Honduran |mm|grant -= who graduated at the top of his -
classes at Columbia. University and Harvard Law School, clerked for Justice Anthony Kennedy and
served as an ass|stant in the solicitor general S offlce == the Iatest victim of a vicious- cycle of payback

N \Some trace that cycle back to Republrcan senators who belleved that Pre5|dent ermy Carter packed -
.- . the lower federal courts with women who would:use their judicial power to advance liberal social
“..policies. Others believe President RonaId Reagan p0|soned the process by pledging to appoint judges

" and justices who would overturn liberal decisions on abortron rights' and federalism -- the balance

_CClrnton s judicial nominee

+ between federal and state authorlty Some view the then- Democratic Senate's rejection of Robert
.. Bork's nomrnatlon to the Supreme Court asa watershed event for WhICh the Republlcans have sought
v revenge ‘ R , i :

’~In fact the cycle of payback and |deolog|caI agendas can be traced to the earllest days of the natron

Every national leader has cared about the likely |deolog|es of nominees to the federal bench. The-only T S

. way to ensure that nomines will perform satisfactorily is to adopt reliable selection criteria, because,
. once confirmed, federal judges serve for life, wield €normous power and-are immune to political

* - retaliation for their decisions. President George Washrngton 'selected Supreme Court nominees based- ~ '

~ . on.their fidelity to the new Constitution and broad interpretations of federal power. President Andrew
-Jackson based his choices on nominees' polltlcal fealty and strong support for state sovereignty. -
President Franklin D. Roosevelt sought commitment to upholding the New Deal's constitutional -
foundations, and President Lyndon B. Johnson warited support for the vigorous protection of civil’
“rights. Presidents Reagan and George H.W. Bush based their judicial selections in large parton
- nominees' variance with liberal op|n|ons and devotlon to the use of or|g|naI |ntent asa primary source ’
;of constrtutlonal meanlng SR , ~ :

,.In every era senators have checked presrdents efforts to shape the composmon and dlrectton of the
federal courts. After Republicans had forced Abe Fortas off the Supreme Court because of eth|caI

: E|mpropr|et|es Democrats scuttled his would-be- replacement, President Richard M. Nixon's nomlnee
..Clement Haynsworth for h|s own ethical Iapses (Republlcans blocked dozens of President. Bill

“Kagan,,a Harvardtaw w_professor nominated to | the.. same

: to which’ ] One Clinton nominee, Michigan state judge Helene -
*'Whlte , waited four years ‘without ever gett|ng a hear|ng ‘before the Judiciary Committee. Clinton's -

i inomlnees were opposed because of concerns about their propensity to read their personal pollcy

| .-preferences into the law: Repub_l_lcan senators blocked Clinton's nominees with procedural tactics.
Democrats at that time.complained-that every judicial nominee was entitled.to a final vote-on the

“Senate floor. Republicans.responded that the Senate's failures to take final action on nominations

-~ were expressions of its constitutional obligation to give its "advice and. consent" on them. They also
. claimed that the rules of the game had been. constant for decades. For instance, President Reagan’

had nominated Jeff Sessions - - now a senator from Alabama =- to.a federal district judgeship, but the v

B " Judlclary Committee rejected hIS nomlnatlon and never forwarded |t to the ful Senate

4 Over the past two decades, the jUdICIal selectron process and confi rmatlon battles have become more
* “public. Interest groups now mount campaigns on judicial nominations, as some groups are dornq by
o runnlng television ads for and agalnst Estrada's appointment. Bush courts Hispanic: voters by .

. chastising Democrats for opposing: Estrada whlle few Democrats belleve that Bush genumely cares
N about dlversrfyrng the federal Jud|c1ary y ~ : :




Estrada's reticence raises anew the questions of what senators are entitled to know about the views of
a judicial nominee and how they can find out. Estrada and others argue that judicial canons of ethics:
preclude them from giving answers that would indicate how they would rule in cases likely to come .
before them as judges. The ethical rules protect judicial independence and guard against judges' pre-
judging matters likely to come before them. Senators have largely (but not always) shown their respect

~for judicial independence by framing their questions to elicit information about nominees' |deolog|es
and approaches, but not how they would rule in particular cases. :

~ Itis'hard to see how the questions Estrada has declined to- answer would jeopard|ze his

independence. He would not identify a single Supreme Court case with which he disagreed, and

initially wouldn't even-name judges he admires (though he cited three in writing later). Other Bush
judicial nominees have answered such questions. Reagan and Bush White House officials asked them.
of people under consideration for nomination, Republican senators.have quizzed numerous
Democratic nominees about the Supreme | Court precedents with which they disagree. Democratic
senators are now asking judicial nominees the same questlons

There are non- controver3|al answers to the question of wh|ch precedents nominees support'or

question. The high court's unanimous 1954 decision in Brown v. Board of Education, striking down
state- mandated segregation in public education, is an obvious choice as a case to admire, while one

- obviously wrong decision was Korematsu v. United States, in which the court upheld the forced

internment of Japanese Americans on the West Coast after the attack on Pearl Harbor.

-Judicial philosophy -~ or ideology -- matters; and nominees should be asked their preferred

approaches to constitutional interpretation and the criteria they would employ for construing Supreme

© Court precedent and determining errors in earlier decisions that might call for.new rulings. The Bush

administration is correct (and amply supported by many former Democratic officials) in refusing to
supply internal memoranda from the Justice Department. But no one is entitled to be a federal judge

- simply because he or she overcame adverS|ty, attended a fine law school and collected some solid

work experience. Senators have the legitimate authority to weigh the judgment of a nominee who, if -
confirmed, will for years be entrusted with the final word on many of the important regulatory and
constitutional questions that routinely come before the nation's second-most powerful court.

' Estrada brings a gdlden resume. Rather than make its nominee's philosophy a matter of public record,

the administration has sought to make it a matter of guesswork. In the Estrada case, the administration
has chosen not to engage in the ideological fray, but to S|mply avoid it. In the elusive youthful Estrada,
Bush has found the. model judicial candidate for an era in which ideology matters deeply, so deeply
that it can't be revealed. Michael Gerhardt teaches constitutional law at the College of William and
Mary, -and is the author of "The Federal Appointments Process A Constitutional and H|storlcal

_ AAnaIyS|s "a rewsed edition of whlch is
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AN
So why are Senate Democrats fi Ilbusterrng Presrdent Bush S nomlnatlon of Mrguel Estrada to one of -
the nation's most important courts?

Certainly Estrada has lived ,an admirable life. He came to'the United States from Honduras at age 17,
graduated from Harvard Law School and clerked for Supreme Court Justice Anthony Kennedy. He was
an assistant U.S. attorney, served as an assrstant solicitor general under President Clinton and went
~ontoa drstrngwshed law firm. .

To say the guy is no slouch is an understatement But the frght over Estrada s nomination to the U.S.
Court of Appeals for the District of Columbia churt is not simply about him. It is about a concerted
effort to pack our courts with representatives of a single point of view. If Democrats Just rolled over on
Bush's judicial nomrnatrons they would be guilty of opposmonal malpractlce

To understand this battle, you could go back to Rlchard eron S campargn against Irberal Judges But

let's just look at what happened to Bill Clinton's effort to get twoehorghly qualified nominees onto the
D.C. Circuit. i

Elena Kag’aﬁnﬁ'vvho served.in the Clrnton Whrte House, graduated “at thﬂewtop of her class at_ E_st_rad
lzafw*s“cho‘ol and now teaches there, saw hér homination- languish in the Republican "Senate foF 18

months Allen Snyder clerked for that well-known l&ft-winger, U.S. Chief Justice William Rehnquist,
and was also at the top at Harvard Law School. His nomination fanguished for 15 months.

If. Repubhcans believe:in votrng for quality =+ - their. argument for~ Estrada --Awhy didn't they conflrm

Kagan and _Snyder? The answer |s obvrous We have before us, sadly a fierce political struggle 1 for ]
control of the courts :

-t's not. good enough to say that the way out of this polrt|0|zed process is for Democrats to ignore the
‘past and cave in to the Republicans. To.do that would be to reward a determined conservative effort to
control the courts for a generation. Stage One involved obstructing Clinton's nominees. Stage Tvvo
involves using any means'necessary -- rncludrng outrageous charges of ethnlc bias -- to ram
conservative choices through .

The stakes go beyond any srngle nomrnee Dowe want courts entlrely domrnated by one side, or do
we want a fair and balanced Judrcrary‘7 ' . . : :

‘Consider these statlstrcs gathered by the Democratrc staff of the Senate Judlcrary Commlttee There
are 13 circuits: 11 regional plus the D.C. Circuit and the federal court that handles specialized cases. If-
' all-of Clinton's nominees-had been approved; the circuits would have been evenly balanced in pcxrtisan
.. terms by the time he left office. Six would have had majorltles appointed by Democratic presrdents six’
by Republrcans and one wouId have been evenly split. . '

: i But if Bush succeeds in ﬂlrng every open seat, some of them vacant because Clinton nominees were
blocked, 11 of the 13 circuits will have Republican- appornted majorities. In eight of the 13, Republican ’
nominees would have majorities of 2-to 1 or more. Is that a formula for careful, balanced decisiori-




making?

To push attention away from this fundamental question Republicans who ‘say they don't want a
politicized nomrnatlng process -- and who regularly accuse Democrats of "playing the race card" -- are
dorng all they can to turn the Estrada fight |nto an ethnic |mbrogl|o .

"If we deny Mr. Estrada the position on the D C. C|rcmt it would be to shut the door on the- Amencan .
dream of Hispanic Americans everywhere," Sen. Chuck Grassley (R-Iowa) said in January. Last year,
Republican Sen. Trent Lott of MISSISSIppI said of the Democrats: "They don't want Mlguel Estrada
because he's Hispanic." v .

Never mind that elght of the 10 Hlspanlc appellate Judges were appointed by Clinton. And never mind
that Republicans had no problem blocklng such H|span|c Clinton nomlnees as Enrique Moreno, Jorge
Rangel and Christine ArgueIIo . :

But the Democrats will not win thlS argument if they jUSt focus their opposmon on |nd|V|duaI nominees.
The point of filibusters should be to seek a solution .involving consultation across party lines. The goal
wolild be moderate judges that both sides could agree on or; failing that, balanced slates of judges

- who could guard the country against a judiciary utterIy dommated by one party

Orrin Hatch the Republlcan chairman’ of the Senate Judiciary Commlttee is frustrated by what the -
Democrats are doing. "The system's going to be irreparably damaged if we allow this to goon," he
said recently. A fair point, except that the system was damaged long ago, and the-solution |sn't to ram
through Republican nominees. It's to seek compromise, balance and moderatlon Then someone ||ke A
E Mlguel Estrada mlght get though without any f|ght|ng at all. . v
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- Judge David Tatel has a dubious distinction: Confirmed in 1994, heis the last nominee to t_he‘D.'C. ,
Circuit Court of Appeals to haVe moved through the Senate quickly and without<signiﬁcant controversy.

~ Since Judge Tatel's appointment, Presidents Clinton and Bush have nominated five people to the court
that is often called the second most important in the land. All have been qualified, most
overwhelmingly so. Yet of the five, only Merrick Garland actually sits on the court, and he waited 17

months to be confirmed. Two of the:others, Clinton nominees Allen Snyder and Elena Kagan, saw

their nominations die with Clinton's presidency. And the other two, Bush nominees John Roberts and
Miguel Estrada, -are currently waiting - and waiting -- for hearings. -

- The fact that neither party can predictably get its qualified people on the courts of appeals suggests
that the probiem of judicial nominations is more institutional than is acknowledged by partisans who .
play the blame game over judges. The Senate has long been expected simply to confirm lower-court :.
nominees who are qualified and honest, but it has recently been asserting a more robust role in the
process. The expectation that the president will get wide leeway has given way under bipartisan

“agreement to an expectation that he will get that leeway only if his party controls the Senate. When he
is not so lucky, judicial nomlnatlons -~ I|ke the budget and legislative matters -- become a fair subject -
for partlsan warfare : v

‘Andina partlsan war, the other side's taIent is to be feared. The result as Chief Judge J. Harwe :
Wilkinson of the 4th Circuit has put it, is that "we have reached the point in the confirmation process
where both sides of the aisle consider intellectual distinction a threatening characteristic in a jUdICIal
nominee.” The last five D.C. Circuit nominees. prowde a partlcularly instructive example.

v ConS|der, first, the CI|nton nominees. T_here was no plau5|ble case to be made against the universally
admired Garland, so Republicans didn't directly oppose him. They claimed instead that new judges
weren't needed on the court at all and produced 23 "no" votes foIIowmg a protracted flght

Snyder wasn't-so Iucky Also highly: regarded he had commltted the unpardonable crime of having
once represented White House aide Bruce Lindsey. Between that and the workload issue, he never
--got a vote. Meanwhile, nobody even talked about Kagan so remote were the chances she wouId ever

be conS|dered

Now Democrats have turned the tables and are attackmg Rolberts and Estrada as right-wing fanatlcs
itching to impose a conservative agenda from the bench. The-public career of neither man-seems to :

. support the caricatures. Both have histories of taking on surprising clients given their supposedly rigid
conservative ideologies. Estrada represented a Virginia death row.inmate before the Supreme Court.
And when Roberts -- among the city's preeminent appellate lawyers -- was hominated, an
“environmental lawyer in town joked to me that he hoped Sen. Patrick Leahy "would hold him up long
‘enough for him to argue Tahoe-Sierra" -- an |mportant Supreme Court case that Roberts recently
handled on the environmentalist side. Sen. Leahy obliged, and Roberts delivered what this lawyer '
describes as one of the environmental communlty s "most important V|ctor|es before the Supreme
Court in two decades:" ‘ ‘

The irony of the war on quallty is that the courts of appeals are not nearly as riven as the partisans
seem to believe. The high- profile cases in which right-left splits represent the salient fault lines in fact -
pa|nt a highly distorted picture andin any event are the very cases’ most likely to be reviewed by the

Supreme Court. P




Between 1995 and 2001 for example, the D.C. Circuit has never had more than 3 percent-of its cases
- produce dissents in any one year and they are growmg rarer; Last year less than 1 percent of cases
produced dissents. v .

) A court bnce famous for its ideological diviSions has become a love fest. As the partisans have been
yelling about abortion, affirmative action and whether Bruce Lindsey has a right to counsel! its judges -

" have been quietly discussing such questions as whether federal energy regulat|ons are arb‘trary and
caprIC|ous -- and they are overwhelmlngly agreeing about the answers.

There is.an alternatwe, in short, to Jacobin opposition to hlgh- quality nominees of the other party:
treating the courts with a presumption that excellence in law can and must transcend political .
differences. Both sides pay lip service to this notion, but these days both regard it as naive. Unless that
_ . cynicism can be overcome, we are bound to make the courts |nto exactly the political battlegrounds we
- already i |mag|ne them to be. .

" The writer is a member of the editorial page staff. |
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'BYLINE:,By_Seth Stern

BODY .
The federal court's loss is Harvard Law School's galn Two years
after the US Senate let Elena Kagan's nomination to a federal circuit

~court:lapse, the law school has selected her a5 its first female dean.

Few are more pleasantly surprlsed by the appointment than the
handful of women who graduated. in the flrst class that accepted women -
exactly 50 years ago. '

"Lt sends a real message, (says Charlotte Armstrong, Who was among
the first batch of women to attend the school. .

During their orientation in 1953, Harvard Law's dean asked why the

women. bothered showing up. More than a decade later, certain professors

would onily recognize women. students on Ladies” Day, recalls Mary
Mullarkey, who went on to serve as chief justice of the Colorado
Supreme Court after graduating from Harvard Law in»l968._

Yet Ms. Armstrong says that :

Ms. Kagan's gender is far from:her best quallflcatlon "She's"
brilliant, she's energetic, she' s focused -and she S passionate about

" the law school " .Armstrong says:.-

Even at a school famous for churnlng out overachlevers, Kagan's '

.‘resume ‘stands out.

Just 20 years after graduatlng, Kagan clerked for. Supreme Court
Justice Thurgood ‘Marshall, served as’ President Clinton"s second- highest
ranking domestic policy adviser, -&nd taught at both the University of
Chicago and Harvard,. wherge she became a- visitirig professor in 1999.°

On taking over her new'post Kagan pledges to continue cutting

-first-year class sizes and increasing faculty-student interaction as

current dean Robert Clark has done. In the process, the school has
begun. to shed its reputation as cut-throat and lmpersonal.
Moving plans may also top her ‘agenda if Harvard's president Lawrence

.- Summers decides to,shift Harvard Law across'the Charles Rivervinto

Boston.

If approved, though Kagan says-‘that the move 1tself wouldn t happen
uhtil after she has already stepped down.

‘Some lawyers may consider a seat on 'the federal bench the pinnacle

‘of ‘their career, but Kagan says she ‘is grateful the Senate Judiciary

Committee let her nomlnatlon expire.
"There's no place I'd rather be,
rather have." :

l

she says, "and(no job that Ifd“
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